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Abstract

Recently, “cloud computing” has established itself as a new model in the
IT industry, and as a new concept whereby companies can freely utilize
the third infrastructure as if it were their own infrastructure, instead of
developing and wusing their own proprietary system with their
infrastructure, However, users are very concerned about unforeseen
service interruptions or malfunctions as the data is saved and managed by
the service operated by the cloud service provider, Also, there is concern
about dependency due to leaks of confidential information (as the data is
saved outside) and insufficient compatibility among cloud systems. In
particular, if the user is an enterprise, and the service is stopped abruptly
or the service provider goes bankrupt, the damage to the business could
be enormous, Therefore, it is important that preparatory measures against
such risks be taken to promote cloud computing,

Therefore, this paper reviews the method of protecting users against the
cloud computing service provider's bankruptcy and system malfunction,
and resolved concerns about the risk of security and information leakage.
In addition, this paper proposes a method of making an SLA guideline
and technical and policy response strategies to secure the service quality
of cloud computing, Lastly, it proposes technical and policy response
methods to secure interoperability among cloud computing services.

First, we identified the following method of protecting users from
service interruption caused by the cloud computing service provider’s
bankruptcy. Overseas countries protect cloud computing use enterprises
using the cloud computing deposit system that modifies the technical data

deposit system, in order to protect the technical capability of development
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companies and ensure that the business operations of enterprises using
the service are stable, When the cloud computing deposit system is used,
the deposit agency performs the duties of the cloud computing service
provider temporarily in the event that the service provider stops the
service, while protecting the system and data of the cloud computing
service provider in duplication, Companies using the cloud computing
could find a new service provider and prevent the loss of data while the
deposit agency is providing the service temporarily,

To promote the use of cloud computing, Korea will also need to
prepare laws and policies to cope with service interruption, so that service
interruptions can be responded to at the governmental level. To that end,
the government needs to prepare the appropriate legal grounds, including
a cloud computing standard agreement, standard contract, and user
protection guidelines according to the relevant laws and regulations, such
as the Software Industry Promotion Law. In addition, the government
needs to partially support small and medium-sized businesses which
cannot afford to secure redundant equipment internally, so that they can
utilize the cloud computing deposit system.

Second, users can be protected from temporary service interruptions
caused by system malfunctions of the cloud computing service provider,
In Korea the only legal policy for protecting users with regard to such
malfunctions is stipulated in the Telecommunication Business Law, which
requires registration of the service agreement with the Korea
Communications Commission by the telecom service provider, so that
monetary compensation can be made if the agreed service cannot be
provided. However, the application service provider only includes the
infrastructure communication service provider, special category service

provider, and certain value-added communication service providers. As a




result, the new computing service provider (cloud computing service
provider) is not considered at all, Therefore, it is necessary to reflect the
definition, type, and service provider classification of cloud computing in
the current Basic Telecommunication Law and Telecommunication
Business Law,

In addition, the “Law regarding Promotion of the Use of the Information
and Communication Network and Information Protection” (hereafter
Information and Communication Network Law) stipulates the level and
scope of mandatory clauses, and the scope of indemnity under the service
use agreement for the preference of service providers. It also describes
the damage compensation target ambiguously, like “server interruption”.
As such, it is insufficient to provide substantial protection to users, and
thus it will be necessary to revise the Information and Communication
Network Law in such a way that the scope of service interruption and
limitation focuses on the consumers rather than the supplier, For this
purpose, the item related to the use (service) agreement in the
enforcement ordinance of this law should be improved and the scope and
level of the mandatory clauses should be substantiated, In addition, the
scope and scale of damage compensation in the use (service) agreement
for each service provider should be readjusted to a realistic level, and
standard SLA guidelines should be created for damage compensation
based on the degree of availability; then, the scope and level of
compensation needs to be differentiated by reflecting the newly created
guidelines, In addition, the scale of damage compensation should be
increased to a realistic level, and the establishment of a dispute mediation
system should be considered in order to resolve disputes among service
providers, The scope of exemption applicable to the service provider also

needs improving (by imposing responsibility on the service provider
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regarding service interruption resulting from unknown causes),

Third, the results of the study on cloud computing security and user
protection against information leakage are as follows, Currently, the laws
related to information security include the Information and Communication
Network Law, the Law on Privacy Protection of Public Agencies, the Law
on Credit Information Use and Protection, and the Communication Secrecy
Protection Law. The current Information and Communication Network Law
can regulate the information security of the cloud computing service
provider, However, it focuses only on existing information and
communication service providers such as IDC and ISP, while no
consideration is given to the cloud computing service provider, and
requirements for data protection and privacy protection are not fully
presented when the physical location of the data is changed. In addition,
if the physical location is an overseas country that protects the data, it is
not clear how to apply the regulation related to inspection of the service
provider’s physical facilities, and the security diagnosis system doesn't fully
reflect the environment of the cloud computing service provider., The
certification policy for the information security management system has a
problem in that its security item and application target cannot be applied
to the cloud computing environment, In addition, if the data is distributed
physically among overseas countries, the law application issue can arise,
If the data is moved to an overseas country and the government of that
country has the right to invest the data, the issue of whether a domestic
financial institute or public agency will be allowed to use cloud
computing service will remain unresolved.

Accordingly, a new law needs to be established to enhance the security
and reliability of the data protection by the cloud computing service

provider, in order to improve the laws and policies related to cloud




computing security, Also, the relevant laws and regulations need to be
supplemented regarding the cloud computing service use of
public/financial institutes. In addition, if the data is distributed globally,
and the data, system, and facility storing the data need to be supervised
and audited, it should be verified whether investment can be performed
using the current domestic law, which should be supplemented if
necessary, For this purpose, a new ‘Law regarding Cloud Computing Data
Protection” needs to be established, or new articles need to be added to
the Information and Communication Network Law, and the fine details
need to be stipulated. As the current Information and Communication
Network Law contains most security guidelines, it would be more efficient
to reflect the items related to cloud computing security in that, rather than
making a new law,

On the other hand, the regulations related to cloud computing security
should include additional articles on such matters as managing changes in
the physical location of data, countermeasures against hacking, access
rights, privacy violation prevention, data leak prevention, and cooperation
at the time of investigation/lawsuit. In addition, the current security
diagnosis system should reflect the cloud computing service provider,

Besides establishment of the necessary law, the introduction of a
security certification system for the cloud computing service provider
needs to be considered, As regards the certification system, the ISMS
(Information Security Management System) of the KISA (Korea Internet &
Security Agency) could be supplemented, or a separate security
certification system could be established. The former measure would have
the advantage of utilizing the existing authentication system (certification
system and reviewer) without the need for any change, but would also

have the disadvantage of being unable to confirm whether the security




issue surrounding the cloud computing service is clearly resolved; the
latter has the strength of being able to cope with the security issue in the
cloud computing service clearly, but is inefficient as regards operation of
the separate certification system. As a result, the introduction of a
comprehensive certification system that handles major areas, including
computing service quality, should be considered, with security as one of
the components,

Fourth, the quality of cloud computing services can be secured, and the
following SLD guidelines and technical and policy responses can be
made. Currently, major overseas cloud computing service providers
provide the service with an uptime guarantee of over 99.9%. However,
domestic cloud computing service providers don't have the concept of the
SLA sufficiently, and mainly specify damage compensation according to
the user agreement instead, However, concreteness, level, and scope of
damage compensation are quite insufficient to satisty the cloud computing
user’s requirements,

Therefore, it is necessary to establish and diffuse standard SLA
guidelines for cloud computing in Korea, To achieve this, measurement
indices should be specified and reflected in the SLA guidelines, which
would include the quality properties of cloud computing, The quality
properties should be presented in detail - such as MTBF (Mean Time
Between Failure), MTTR (Mean Time To Repair), MTTF (Mean Time To
Fail), MTD (Maximum Tolerable Downtime), ABA (Abandonment Rate),
and ASA (Average Speed to Answer). In addition, a dynamic monitoring
environment should be provided to make it possible to check that the
properties of service quality are being provided as agreed. For this
purpose, technical guidelines for system design need to be composed and

distributed, and their major contents need to include technical alternatives
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regarding major technical factors, such as a dynamic monitoring technique
and an automatic error correction technique, Also, a certification system
needs to be established and implemented in order to secure the quality of
the cloud computing service from the policy perspective. The content of
the certification system needs to include conformance to the SLA
guidelines, information security, security issue management level, and the
availability of the strategic response system against service interruption and
malfunction (data protection methods such as the deposit system and
mirroring)

Fifth, the results of the study on technical and policy support methods
to secure the interoperability of cloud computing are as follows, If the
interoperability of cloud computing cannot be secured, data lock-in can
occur by the service provider or vendor, or users can be dependent on
the platform or service of a particular service provider or vendor, In
particular it could be difficult to link services among heterogeneous cloud
computing, or service distribution could be delayed due to the
development of separate solutions for each cloud computing,
Standardization organizations such as the OCC, CCIF, OGF, DMTF, and
CSA have been doing their utmost to resolve these issues since early
2009, and standardization is being pursued in Korea - mainly by the
“Cloud Computing Forum”,

To secure the interoperability of cloud computing, the development and
diffusion of various standard specifications should be supported, including
a standardized cloud computing platform and interface definition, Major
issues and targets include requirements: a ‘common standard” including a
common framework; a data lock-in prevention standard for interface and
data exchange; a “QoS standard” to secure the SLA and QOoS; a “security

standard” for a security framework and mechanism; a “data confidentiality
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and audiability standard” for a secure data format and usage method; a
“data property right standard” for data property right management; a “data
property right standard” related to the user's data authentication method
and specification; a “data privacy standard” related to the user’s data
protection method and policy; an “Inter-cloud interoperability standard” to
secure the standard protocol and data format specifications, which are
indispensable  for interoperability among clouds; and a “device
independency standard” to support multiple devices,

Korea also needs to select and discuss target areas and technologies for
standardization in detail, in order to secure the interoperability of cloud
computing in detail. In particular, the standard framework should be
established and applied as quickly as possible to secure cloud computing
interoperability among public bodies and between the public and private
sectors, with regard to the government’s plan to introduce cloud
computing, The government also needs to support the efforts of the
private sector to standardize cloud computing.

This study reviewed various technical and policy protection methods to
resolve the concerns that may arise from the perspective of consumers,
such as service interruption due to the service provider's bankruptcy,
abrupt service malfunction, service quality, and the consumer’s limited
right of choice due to insufficient interoperability among cloud computing
services, However, the market cannot be promoted with protection by the
policy. If too excessive obligations are imposed on the service provider to
protect the consumers, it could hinder market promotion, Therefore,
improvements to the relevant law and policies regarding promotion of the
cloud computing market should be made in consideration of market
development and maturity; in addition, more diverse policy support is

required to promote the market, such as technical development and




stimulation of market demand. Therefore, various policy support policies
designed to promote market demand and strengthen the development
capability of service providers should be implemented,

The cloud computing market is expected to grow continuously, and its
level and scope will be expanded broadly to include Netbooks and smart
phones as well as PCs, However, unlimited challenges and opportunities
are driven by major global companies. As such, local IT companies and
S/W companies must establish strategies for a new take-off, while the

government must respond wisely in the fresh-blown new market,
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[E£H] IDC 5 New lT Cloud Services Forecast: 2009-2013
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Business | Process 38.9 46.6 57 714 915 | 1193 251
Services
Applications | 504 | 652 = 96 | 114 146 | 202 32
Application 152 | 161 1.71 183 | 198 | 226 8.3
Infrastructure
System 0.96 156 253 419 6.1 8.37 538
Infrastructure
Total 46 4 56.3 70.8 88.8 1142 | 1501 26.5
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NCCGlobal®] SaaS EscrowIM SolutionsThere®} Iron MountainA}Fe] LiveVault AJH|2~
© 71&Y 2T E o] A7} AFebA] SHA] Hl= SaaS AH|29 IHzkAY FEho R ALE
g o] Fa3k vlofE o] EAE siEs) FaL Sk 53] Iron MountainAhk=
Cloud 5= saas 174¢] dlojgof thgh HARE Mels ffste] 200TBo}e] HolHE #

28k k.2

(a2l 3-2) Iron-MountainAle] QXS wEH| W2 A A|AEH

=
n
&

Desired Dutcome

. FProblemis
rectified

Subscriber
is satisfied

contacts
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Demand release

Mo response

of object code

Subscriber and data
aszﬂ:.?:; ot Data restored to
specified target

site via

Liva\Vault®
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(a2l 3-3) Iron MountainAl2] SaaS Escrow

Source Object * Protects the SaaS Provider
Code Code Data and the Subscriber

— « Ensures access to all

' ' ' technology assets to
\/ \/ \/ provide business

L ) . J L ) continuity
» Verifies escrow deposits
forusability
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(b) 9] (a)ellA Odafz 718k Woll 4=2191(Escrow Agent)oll7ll T E=E Fedtefol i},
34) Myt zEmlwd SDMS

4. If Pre-Existing Software forms part of the Custom Software, and if the Contract does not

otherwise require the Contractor to deliver the source code for that software to Canada or

to put that source code into escrow for the benefit of Canada, the Contractor shall, at its

option and expense, either:

(a) deliver the source code for that software to Canada within thirty (30) days following
acceptance of the Custom Software by Canada; or

(b) deliver that source code, at the time mentioned in paragraph (a), to an escrow agent
approved by the Minister to be held in trust by that agent for release to Canada upon
the occurrence of any of the following events:

>

F

2
02
2
re

TE « 35

r



(National Computing Centre)oX 1981d AZEJOIAAA LS =Ydte] *

of,
ot

Hict.

oF TN NEARE S A YA olfe] Bl AFAE YTl weh
19994 NCC Groupelehs 44l SAEA Relslo] YHAEE ska Qa w49

S 10,0000] AP E FHOIN AP 2 Asles AR,

35| b TEAIRE 0T Sah fAA Bk £ 2TEGole] oAt AHES 9
3 57} 227]# OGC/OGCbse] ZY vlwd2l S-CAT(Service Catalogue For The
Public Sector)3el] Y|ZFS HAEIY I7F 2 AT E o= NCC GroupAhol] YA
shes o gk

gte] Ui A7189) Ne GroupAh tltel Q17115F 2ol QAleke Tyt
A HFste] B ok el PAlolES] =, W] Fejolole, Auzza
S0 585 W5 & Qi WIOLE AA(Web Escrow) WS st glow, et
3jate] 712 o HlolE T 71EE Hesly] ffgk AR YAAE(Data Escrow) et A

u
d QRS A g Hed 9l AT JAAE(Financial Escrow)= 98l T

3. AARL HY Sofl WE AREAL E2E 28 =l

ret
Olor

I AMEIR HE S0 WEt AER HEHE

A A7 M= AR AdS AU AlE Sold Aulas TEd A

o8 FRRA2) PEEAS Ao AT B3 b0, o] e WHF NG &

Ll

35) 9= ZEAAM T S-CATS] Escrow Arrangements

C5.18 Where requested by the CUSTOMER in the Services Order, the CONTRACTOR shall
place the Source Code of the Deposited Software in escrow with the NCC Group plc
within one month of acceptance by the CUSTOMER in accordance with Clause A5 on
the basis of the standard agreement or on such other terms as the CUSTOMER, the
CONTRACTOR and the NCC Group plc shall agree.

C5.19 The CONTRACTOR shall ensure that the Deposited Software shall include material
modifications, developments, updates, patches, enhancements or other modifications to
the Software from time to time.
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SLA(Service Level Agreement) “5.3 Customer Data.
As between SFDC and Customer, Customer exclusively owns all rights, title and interest in
and to all Customer Data, Customer Data is deemed Confidential Information under this
Agreement, SFDC shall not access Customer's User accounts, including Customer Data, except
to respond to service or technical problems or at Customer's request.

40 » HESMMTS

I'ﬂE



N3% oIS ARG NS 9l HTHY W

4, Mb|A ST 3 ALSA B2 2fet B - MT s

= dAAMH|A(Cloud Escrow Service)w ZER-E HAFH Au|2e] ok WA=
EE ARSAL HolE7HA] AAREO R s Foek ST FH AHI2Y] dHs B

S 5 gk Tt @A Tl J1EAR JAAERAE 2TEG O] B /1% AR
AT 5 Y W AL HolHE HAREOR MYSAL Mz FE ol Fols P

Al 2g AR §18) FE Aulat AReA) ek ook, B3] $7 Auls AR
o ula) BAg S AulsaEAe] A% ol g tole HEE o3 2RI zAE 2
T 9 omz slald] HlofE &do] WEAo R wME Afd FeheT AR
Hls Aol gk Ae AeS AT 2 5 .

ool AR FTeE AR AldAbe] I oz olg gtaele Auls Fhoan
B A BEs) 9 AR Agieke was Dast Aok Teh) 2o A%
& AH)2e] %—v} WA 9 ol HEE Sfah MAlE g ek o, BA AFE 2
Bon Qg Fehem ARE AuAAEAel SRssIE ek Tel B 4
sloi} o} %Véﬁ}ﬂxl re FEhes AFolN] F2 Fehes Al olid o
e Aados 2 netow 2448 4 o b Gl FPhes AR Az o
A2 usa) Sl A9BAL s 33 2ed AQAE FAARIA) AFhow
48 5 YES S1e ko] iR Aol

=

[-‘\I

S EESIAT ¥ ‘SHSC 0/SRESNE o
S Aulz AZARel 1A 7o)l AAEE Aok olgate] Ho[EEEE 93 U
g W7 Hg A (safeguard) vhdske o] Ta38itt. 34 MElA AR A H
B 5o ko] AulzolgoRdel AR Al fEfdt 23}e Fe At gene
olg4 vlolH H3E 93 FRe 2AE e AA ¥ A9t diFEeltt. I
Aol Bk BF FTHE SLAY AR FEHeE g BdskE Sl Aol & 2

EE o gAE nEsh B ARl AdF WAL kel FSE AR A&
FPE FET 5 e FHRSANS o84 BEAR AYE Basht. ol A
& TamEdole 25 5 B EC] HE SLA % ol8Am s Agel 2%
sllE Wt oo, do), ANAARARe  sakE ZRResAua) A9E A 3

e ( 41



SeioC HEE BHAIS A3 WAIE JjHLol

H} ol gAte] Ho g gleto] STHPEAAY] A £ Atk AR(ERHE]
SAHZTAR)S w3 Eope] 71d # @AY ois S0 AL F =S sk, B3 2
2= AFE AHIZARIARE MEIA A o] 8AF HE S ffsto] dloly &4, steTe] &
B, Mula SR, Aloke] aiA] - A To= s o]8Ak dejEY Tof el £
H RFFHS vhdste] |20l Aol WAlsks Wgto] aEE 4 Slr

1%
£

Lt Ez SLAE &3t FolPE QAHE 283 A2

53] AH sLAZkol=RIRlod o84} HEAHe Fete] FRhe= dAARS] =dUe
s dert g aEy FavIdo] RS AAske = FRhe= AFE A
ol o] ul-go] B dAARES o] ofel¢r, ofg MulaE FrAor AF
ke ARARE A oldl AN & ARlA ARIRE T AAE Sle AKdRRE st
of 2Ehe= ARl ST ¢ Sle AdEE viEE dert jld o8 ds ARe

o= AYAE](Cloud Service Center)& Ax|ale] AA|7F Wele B2 HkAH| 29} 7]
AR JAMIAE AlFskaL, Yot SReE AFE AHlE S Al dA7IRE S3F

HElsg A8 F 5 e AAAAE TR Bat Qe

L} AfH|2 SEol ozt X7 2z ¥ eHHEA ofF

A7 AR A2Z7ZEALRIA FIFEARIIATE T Algde] Ay e U E
=

FF%

= HARBLA sk wells I FA e XY 302974 2 8= 3l
ol g7 BER3} WEEAL Yo AusleE FAs Yt T3k 200849 12
FAAN A2} WEEANAAE Fa B e olgoRire] B34
b2 ARB] 44 e ASES 248 i, o] Folt Azwe) AP 5 B
AR AR AR AT 5 e A9 F0A IAR WA FAT 4 Ju=

s-&3taL ot

o

_]:’!_
501
| =ul

=
<

T

[eZ|
S
o
Jo
A

o{l

r/}
PS5 2 A el 2 -
o gAEol Auls Feo] AaHo e%
oF 3t 71 W} tgo] Bekstolol
Sol B W EAo] Tgsolof & Foleh,

g
Lo
E
O
Fr
N
>
o
_{
o
bY

42 ) HESMMTS

I'ﬂE



N3% oIS ARG NS 9l HTHY W

ey dPHoR AP stk e oS Fastelof sk ti A ARRA
A He v Aledor sjdske dHole AVt St whebA ARdAE st Al Ry
& e ARA] delE gt & ¢ Qe ARAE vhsiol g
ojs} #Hste] 7MY T ¥ T st HolHe SAHY o8] ThsdkeR s
ojty. YAz AREAE AT vlolE ] AL o] gAllA| vt Ry FRke=
AFE AR 2ARIAE IDCO] MEE deste] Muag Algshs 4§ IDCAHALZRE
Aol A= HolHE SA] |l AR = glojof sh, FEhe= AFH ARIA
o i3k A FEslal gl= IDC WM AR Ay T el A7 dlolHE
54 ol87Fs dt=F s18str] offrh. e ARSAR] 7Ide] Aol = AR o
HE SA ol8sl7] ofghe ¢ 719l Add olEeS AS & o web AR
© 2ThE AFEE B3 AEHEs AR A o8l tigh AR AEE B
sfetal, olg SA o8 F Sle A=A RS viEE davt o

ojo} ddste] HAw] =US A & ok vl diFEe] 22ke= dlolH
YA7IE GAEF doly Eddl| tiulste] w2 o] Byl Zidskar vk 1
U pedeke] B ol2fd Fel HaA=rF SfiEe] oA Gtk BV 2A9] &
w49 A2 o ARFA HebHom sl & ¢ gloH BFE FEHE SLAd 7f

At Alo] Mg Aol

P

ox,

A 2" AR MulA Zojol mE ALK HSHioh
1. SCHFE AFE MHlA Fojol 71

Feheo FFY Az 9 TN AR A0S AW We 2 A ol
S Aul2z, Fehes w Clel Aul Fohe] Apdel el MEgeR W gelsta ¢
A okt o AREAG o853 U AuuE Fol $a PECI AER N 17
FAGTS} olF olgstel ABE ATHAL Guel AT s HREZ A
FA) Uie A2 elralgat Ese PRk glom, el Anlze] Fa
L oA A S sistel QB Al B 24 7 % A8A ohiE B 4

=5 Ho Qe otk

30y

>
e
>
m

0
4
r

SES]

Kl
o

t 175 (43

r
0



S2I7E ZRE YSE 2 YA jueet

(E 3-3) 284 o|25xl H HEES S0 2ot HE

—

H2Z(E2) M of HolM ASSIE Soje] 2 cig 2,
3. "HIEMMHIA MR FOISUARE, M2ZA1E H150| DE ISR
oelg SNOR FIISAAA] HIISHERE olgsi0l FES MBS RO A
S ophsts XS ik

MBZ(ZESHAMHA MRt & ALZAI MF) O YESHUMHE MSK= ARZAS] JHeIgE

£ Hostl 2%t st JESUMHIAE MSoto] ARSAIL] 2o HE0|ESH2| &

Alo]| OJH}X|Slojot SICt,

HMTSZ(SIEL Mu[A0] ZE JHM) @ AAMFMBEEE2 U MH|A ALSAS] HelS 225t
PRIl Mb[Ao FH S S oM HSS EESH| fleh AIMS OIEisioiof Bt

@ FAZHSRBE M50 M2 AR X86h| isto] WesiE HEEAMHIA HEXIEH

X AR S oHS S0 QB MH|A FEO| £ - Hotof et J|ES Hstod TAE

T QUCh

® ZESUMHA MSA= w28l M2 7Iz0l| w2t AZHZ QU AMH|A0| Z2 HEsS

Hotstol 1 ZUE AEXA LBE = QAT

o o

-

M32z (EafEhd) AEAE ESUMEL MSAS0| olFel #dS fltiet W= &S ¢
O 1 YESHAH|A MSASHH Esitids E+e 5 UCh 0] 22 did YESLAH|IA
HEAS2 19| £ 2ol YSS US| ofsiH s HMe =+ glct

M4BT (EME HESMAHC| 235) (@ Elelo] HREMME| MBS 9lstof DN Yy
AIMS 291 BRISHE ARIRHOISH "TNHHSAAY AleiR'e Siche YESAANS oy
o= 2| Sisto] ISR M3t vjo| M2 ESZAS sofof ict,

@ THYESAA ARl HNE HRESMAM| TA, 2, 1 WO 2% iR LM

IS 2asly| floto| HEHFH2Z Fol= diol| w2t 23dol| Tilstofof SiCt,

b

o

]

Aol orete] ARFAHIE AlgAhRs o] &(Es AHI2) o EE S8 A
oo Hele} ol whe Eaul Y e AlFH R Wrlekal glor, olgt #d
T JRFAMB| A AlgAte] o]gekt 52 EdE & u SHE AFE A
& A AlEAre] AR 8] ARSAE DAHARMQAIRE B 441D o A
ATEA Fol= A rigital & 5 SlS Aot &= Aol ofshd
of A Al FRSAE S A= ARl Foljol e ARSARe] dsiE HA
AYaL ek,

il

v
r
d

oo M [>
¥

¥
P

b o3

o,

3l

ok

ol
12 ove

>
(]

44 ) HEEMMY

ofm
>

r
r
IL
A
olok
o



N3% oIS ARG NS 9l HTHY W

25

(E 3-4) 2 Il Mu|A9] Foff =

T2 OlE{Ll AH|A ¢ AH|A FRXC] HHMALSE oI5 MH|A KZ0| 3AZ O[AHALEXLS]
A - S5 2) SLHE 40| Ssfuia 782 oSz Eo|

o
o

o # 3= AMH|2 : MH[A HESAQ| HMAIRE 2ls AMH[A HS0| 2A17F O|aHAIEAIY 9l
X - S5 %) SCE 200 Sofuijd 78S olEdE| o

0 IDC AMH|A : MH|A HMIXI| HHMALRE olsh AH|A HZ0| 4A|ZH OJAHAIRAIS OIX| - £

2 3) SHE Z200 Sofpiy F8S olgefo| B

o QlEl XY MH|A
- |_-||o||:H : _t_sHHHAI- ]]_Lfél ol
- OF 2 0 MH|A HMSKQ| HMAIRE Qls |2 AMH|A SEH 3l XZSIX| 23 H 0|82
= Bl TES o|3efto| &

FeheE TR AMElE Aols dEU Aulast vRZIKE IEUIEA), AlLE
2 - 24, vlol2is 4, HeiAlaL 5 o= 7HA aldl Sjsf 2 7hssk, Al A
ofd & = IS sk v 23y 8% A2 I AFH Av=e] 7
F, AREARe] AEE A= AlEAte] Muldl SElFal AFE ALE Uy 2 Aulis
A, AHIE Aollol] whe AR A 5 ulzy s A S0 e VIS QB AH| s v
stel AL Aow FAEG E3 ITHE AFH AMHlEe lZekRERA, nlEdo
EYE, 22 E 0] Bl fEeFold S/ TBehs Aulag, 9l AR B B AL
HAZE AH|E AlEel FePrbsslr] wiell Aul oo whe Esfulde] A=l tigth
Ao ol A7t F Aot}

Wb olefdt Fehg AR Aulze] B4 AIee] SaE A8A REURE 4T

il
do
<
rx
X
_1}5
Lo,
s
i
i
K9
o,
i
N
N
i)
fo
ofr
o,
B:2
l—l\l
)
2
>
rr
r (o3
it
pouy
o
¥
2L
o
ro,
B

o] FehS AFY A 59 3 2 B A A2 ATH L =Y =

vl felme grEolol & Aol

2, 221PE ARFEY Mu|29 Fof AR

FeHEE ZFE AHIE Felle JAEUED, A2 ol - aA, vlel2s 3, )

ARAL 5 kg aclell SlsiA AT = gtk o] FolA JIEUIEA) EAl e AR

Memaeips ( 45



T
>
[1e
o

b

ol

etot

T
T
Ho
[n
oy
3
om
Tufor
0=
_k')l
ijn
4o

[5t B 74

r
I
0
0
r

[>

Aol FEHes AR Az ABA] AWM Wl Felt g AR 2
o Az g g mAe] T gelet vlolelz 3l B WS Fol we Aol

i e A | e O T o il i

I} AIAEE ) offe] & mAof WE AfE[A Zof At

o TAE STE AFE A Aortls tiiE AR CEDe g =
A o3k Aog, 7= G-HLY WHEEE Holl, e ofA HAERH Ty, ofnkE
S3 AMu|& Holl 2 MS Ate|=Z) Mulx FEk Fo] thiEzort,

(E 3-5) EcIRE ARE MH|A Zof AR

e F2 u
0 200041 98 249, 247t Fof LMOY F 2w Mu|A FTt Afel)
0 I thY PE MulAZ B4 iy 27 g
o wiZiol : 212 ofeise| Ay Bl B4 2 S Clug fldloz &3
ofo}E S3 0 20084 05, 7~8A|ZF Zof LA
Mu|A Al BT 0 2008 X, OIZOH0| HTE olet My~ BT S
HUZEACHZ | 0 20004 18 62 1A Sok Aul2 Ett
MHl~ Fof | o waiglel : Tof LEY Flo] Hj22| B ofef
0]

0]
0k

72 Aol
d=sls of

2009 10€ 12 MS7| O|= OISSLAL T=HIY USAE Salf M3t

H AQIEZE A E 7| Al O ™MK} H AN
MS Alo|=2] é;ﬂ*ﬁxﬁfl— AO|E ZlolA] ChF= ClofE 24 X H&Xof wao
Mol gt Bl =t

0 AOIEZ| MBIl JHeIEE (oY, U, ARl 5) FAZ el 25

o WAglol : AJO[=ZIo| MS Me| 2F FF(AM 2ol =)

0 20004 3% Z2ASE HFY UEYTL AP OfF, HAE BH 5 5
T AR

o wARlol : 2ol 23

A= o
HAE BECH

1) 72 G-H Q| H=Ex[= Zof
G-H|d-e FZolA A F3H= SaaS(Software as a Service) H2]e] tFZe]l o=
AT AHIAR, 4R - 9292 5 Google Appséte] gt 9k} 8 T
o

=
Ao FskaL k. a-d 2000 9 24T 2647 =2 ALl FEA
[e5]

46 y YEsMNeTIE



N3% oIS ARG NS 9l HTHY W

Apps Status DashboardDE 3 gRl=lct. o Hloz= ol U tlolElAlE
oA A71AQ A A ZAelld gk A o] MR Ho[HE o] ATIe F Z=ol o7
2] Z3 ol2(@eE )7t EAste] T Hlo|HAlEI7HA] dRekE doxl Aozt 3
SFQARE, AL Alell el ob7bA] TrrgebA] Retal Sle Aol

T2 52 AHE Aol A & 1ARE vk AR st AlFloH, o]2 Qlaf AHjx
o] 8-S 34 3k f-HE(Premier Edition) AREAL] Slsll4 Google Apps Service Level
Agreemento] o7 BFEIGIt}, olwde 71Y ARSALIA A ZeEHEek fEeAl ol
o= ek Audoe] A @A HW 7Y ARSARE AMY ARS-S ARAl HAL o=
T=0] Mulzdhe o SRR E AFHE AHl2dE g v Zleold ol $HE
Al 7= WHAME & ol xfn|29k dul ARgAl oW QlEetE TS &
T7H S BEeld

(3%l 3-6) Google Apps Status Dashboard

GO {)gle Apps Status Dashboard
ol =lo|xjoll= Google cHE2|2A0| M Mu|A2| A5 HE7L HAIECH me AT = x| gf2 2T of Hel HEE Google ol F2|3o|8 g ALB 3=
7198 AMu| et o2t et Aju]sols HEEuCh
AKEX| ofzhofl L Bl MulAg] Sl AElS of7|olA Soleh = AFHch B HEE 2 28 AD# 22 Google ciFa|Ho|M TR
HES 2R,

252 A6 09.9.26. 09.9.25. 09.9.24. 09.9.23. 09.9.22. 09.9.21.

Gmail H g

-]
(-]
-]
A Y

14

4

Google Zi2IH
Google £3.

Google A4 25

A SRYRIATAS
o

Google A

Google AT SA|E 2H 98
Google Z2|HE0] M
Google AIO|E =7

Google Video for business

4
;
S N N RN S E N RN Y
S S NN E SRS ENEY
S N RN S E S RN EY
S N AR S RS RN Y
sl |afs[a]a|a]s
R N N R S E S R Y

4888

2|z} Hole

2) OfOFE S3 MH|A Al ST ALY
ol S3(Simple Storage Service)-< HloE] A7 & HAM 7|55 zkE 7PIslE 2B
YAE 4 7ptog AFdh= izl o= ol=k(aaS : Infrastructure as a

Service) MH|AE, HlolE Fgol AAglo] AHIE Sl ofuiLt vlofe] A% 3 oA

41) Google Apps(Mld, A=Y, QIZHE HlAlA], A Lt 5o thgh Aul= Jejs AAte s BUE
Sh= AH]2=

o

>
*]
>
Bal

1421

o

F g

TE « 47

r
I
0
4
r



S2I7E ZRE YSE 2 YA jueet

) Fhsaie] Hade] B9 Atew EE S ARE glo] vl w2 AsEe ¥eE

T == A,

(a2l 3-7) Amazon S3 & OAlZ

T
22| Data

2| Data( Y} B HE S ATindexS)

Amazon S3

AtEIData

Amazon account

SmugMug
ME 25 MHEl A

AENSER/AH

% Bucket : H|OJE| AMZ £

T2y o]k WATAS A S30]dA%E, A 2008 2¢ 152 9 05A1%E 09
A7HA] ofalEe] §3 AH|27} th-Ele Afarh BHAERGItE ARl A opulE S3 AH|AE
3l § 32" MHEE o]@shs 1A 337 Ho] sF ARE FRF AR|AE o] 88kA] X
sglonl, 531 7je) Faoldeht EAEe] 2 Wse 9o Aow FgEs,

5 abas] glelo] il oRhEEAN: Be o AAES] ded o agow
gk Ay st HF dlolekar sfrstlaL, vslE U ARAelAl= Amazon S3
SLA(Service Level Agreement)o] "A]®E Service Creditdl] 2JAs] HA3}Sch

3) 7IEF Folf Al

A AA ovte] 7| FAE o g 22kl CRM MH|IAE AlFehs AlUZREATH 9
7% 200909 1€ 6Y o] VEHA FA|9] wRe] dF oFZ Qs 222l CRM AjH]
27F gk ARE BRF FHEE Aot st V1Y e R vokst 21 9 Seke
= 5 AHEE ATeks desolae 20099 69 209 Hlo[EAlE W] ngo R




3% SRISC HFE BMHE 9 AN W

3 B B uA A7t & ARE thEEE AR st EA 250~3508F @
215 Sl sfok At

Mse] g2l S /s Au|2(Paas : Platform as a Service)?l 9= of
A7F At 2009 39 T Ee oz AT ol 9 PEEA Bkon, HAE
FollA AT el AREAL tide] Edfulde ol HAIA] skt

2009\ 8o oldo]¢] Hold 22}l AEAA Al=Flo] UERA dt=glo] dH= <l
3 2ARE AT e doT|wA st o] Agg nHrEfetA] Eeh=s Al
WS ol= QlE| Folde vt Do) £AS ¢ Ao FAHM, AHPA
Al Sl TRl tisiMs SRR eaghet.

FTheE AFE Azt & = GIAINE 71E QIEL Au2oAm AlZE ()
2] SOl ogk Aol AlelE Au B 4 glom, 2007 89 7Y LGHlo]FH LGS
Za& QEUYe eFf7 wAste] 1ARE of FF AH|27E SEE AR digF el

W oof
T lo

Treo] £HeR FolAuM S5 At & CPUZL A9 ¢ = AE o8 A =

2, Al SEE 478 FHAeH, g Anla Algas AlzEe AR Follof A

L BOJHA 2 H S AT Sof ojgt SHRE ZHEE AMH2 Sof

Selem A Aulzel tg Aol F2 2R ozl 2 24 S oa Ao
2 vlolelzs 7 2 PAND Fol e ST FHFY Aul Aol Al o ©A
Srom, 20004 88 & FAAHIAARDDOS)? FAOE 28] 2417 ek FalolA] A
o] HA] oo} Al2r} FeEl ESJE|(Twiter) Atz thEHolc),

ofe Fehem ARY AL obd BASEA Gob] el Ao AmEe, nE
Au7) @ ol WE8 e Aus S S A% Auv) 2o By
W we di5e F gl 8 Aoz o

A2 QIEY AEl Al 17 -7 DDoSEAATELE AR) B4 38 AleA theka
Phow Falold A% Al 2 AN AR 5 B A Aulse] HoRdE o)g 54

=3

2 a7 FHZ ASHEn Y FA, FHSE FFY As

Y
i
>

42) o] o] FAxE B vix|ste] FAlo 'AMu|2= AE FF(Denial of Service attack ; DoS)'& $Fo 2

A AlzRlo] O o) BEA MRIEE ATE F flEE ves §F 1

>

F xH

2
02
13
re

TE « 49

r
om



S2I7E ZRE YSE 2 YA jueet

A o]e] tigt th-gHt ATt Fasit,

2009 7€ 7UHE 9U71A] 3atell A3 DDos FEE Iuje] AlelEE T3 SIHUl
A& Ale dogl o Aol Al skt Held, =53], SR, HEeAT
2o, FAKAR zadn Zulos) @ woly £ o] g A oYl Alo|ES B2
ate] dizre] faf EfEs TAAA & AN B Aux GolE skt

olo] thall FH-olM= DDoS &4 ©A| F =Rl FfFRE WHslal oI F3
APIER FAERE 10170 ARIES Apdatglon], ehmleYlxlE- A (KISA)-ISP-H Al 7] 7]
d 5 W& FEE T3 A9 pC 4 3 WS sl T U e 2AE FAskrh
Jeu g ZEE 1p7h oF 119 of o, =] ofgk PC &4 FEETE F
1353730l gk 5 AA g2 s Aol don, ol¢oe o] DDos=E 1%
& ARlE (& 3-6) 9 2}

(E 3-6) =H2| DDoS 37 sl Al

72 | e | mem | HE U2 T
‘ 2 SARE | o ol AHlA BT -
2/ oz o
BUE e oisPum e wa S0
‘ Aglofolst o Ewlojx| HFONS-15Gbps E | o
2/ oz o
0% Chetgm | am) m=eT
on s 0 SHo} Zozte| 342 wot Al
08.2¥ oA OIE AR T ==L
O=H o HEMM DDoS 34(Z=sl7H) _
‘ 2| oL Ho o)
Ay 0808 MOIE | o 2 AJOIE F&TOf B =S8
‘ 214 Oogt .
2l 1 x| H&EH
cy ge | © 7O S 100 y=Rlo)
0878 | 0E I 3 MOEolM 34 £2 T ==Y
R - Rk
W3 EHolx | o 2= WEIRS 3% oK ML
o o

50 » HEsSMMTIS



M3y 2Bt

In
o
3H
om
Tlfok
0%
fol
i
do
rok
e
H
=
>
0L
09k

(E 3-6) 22| DDoS ZZ sl ARHI(AHL)

= —|=
= | 9N | mEm s U2 T
‘093 L7t ZIRHEl O | o ZH|0[X| HEFoH =E2T
) =zl EXN o MNA| ISPO|| ZA AN OZ HiMG
0612% = = (hl = == Eool'
. LH—=22]
Sy | 2H-3e

Me| 324 T, 2 ClEUlo|T K|oisiAl gk
‘0722 | Root DNS M| | 0 137§ 2EDNS Z 677} 24 &=
Of|AEL|o} e,

0748 | o5 5 e O ol SRl % ZEIE S
AO|E 2o mlsf A0IE F&ES AbO[ R
ol 2] _
el SARZEHOR |\ o, )
0799 www e-gold com o Virus .:..:.PC7_} C&CE EE{ oA
IE rjezcs 37
HES
JSROF 2YE, o 2fAIOF HASO o5 I=Alot 2
088Y | e S Fo WM oue S xo AoEn B
YEMOE | A2 g MO
cory | PIEIIZAEL o 2Aot spplol olsh sheiael o )
ISP Y o AfO|{
x B ¢ UEEMQRIS| BEEXIE(2009.7.8)

Zehes AR Aulze] A9 A 8 e Al gelE R F 5 g vk A
3 1lol] thalx] AARE e A7 AHls AR §8 AZL A, AHIAE olgels
7190 8 7] ALgAREe] Sehes AT Auls AR sPde] B2kl A
Zo HolEE AHlx A <8 olgd & gl Al B ® & ol

42 0%, 947, AR, FF 5 9= AFE A L AAHow 248
Sl whE AEls Aol QI3 HlolE] Algo] SolalA % A whHow ulaba
BARAA olold 4 gl ool wls- Ar|, Fepo= AFE Ao} 845} HaL of
A} GrjEss 2 see o A,

SuolE Sehes AR Auls BHsE Sda) AAAR, WAL, AP
A% 5 B FAATAR 5 TN AR D B Hof o] g 7)goln

C o0, e AR A Ao BAE 99 S TAHe|n EAe of
2k whddo] AlFalet,

>

F xH

e
02
>

4
re

7« 51

r
om



SeioC HEE BHAIS A3 WAIE JjHLol

3. ol HHl=dol MH|A AFERL 22 FX|

Tk SIER AL ARIAS AMER} HE A

WA FESE AR ANAE TS e Al Folol e AR BE 5 &)
shdol chiie Bes AREANN2 ATA] ol ()RS Bal sk o)
oh AR A2OE ASTANE WHBANIA Ee RBAAIAA Al
ol gorThS WEHENAI ) AVHES o7 RIS Yk, o) RAEAIR]
ol gokebdol BEHF 2ol YA A AT Ao ol ES U ﬂolu}.

ol el Qlateh APlsg ATEHE Al ol olsiol Aulsg AlgER: WA
A, e WHEA AjIARE SR80 okt AZSte] Aolg ook Ft. JBM
Bl S5 G AN o184 dolel HEE S YA A B B

W2 el slelelel ol g, /149l ARARe] FHE ke ol

b B Aol ofahd olgANEE AT 2O olgAe oA i Buel A

k1 19kl S Aol B olsl ALl 08 <ol el 9o Aol
Rlek, oleldh el weh Zmalell Aplnt IDC, Yshe Fo) AulaE AT
AeiRge Eaubds Bag olgokhe Ba) TslngenE A om} L ERLIES
okhg Amskn Tsude] RS A= A Wl 33 QTR ool FuEA
Aol ABAZ Sl glo) A2 AFY Mizel Fehes PFYS zuHoe
FAlE 2k ek

T3 AT dEardo Ry BEHId eolt Y, IDCES Wol 71y

b

43) ‘A7ITAIANGH A o]kt AlileF ifz} A29% (o]geFde] 21 F)
@ 71 27t AFstaa) she A715AlR e Aete] O dJFds 9F 9 o] gZ7(ls) "
olgektiolg} dthe At WEAAYs Au(AALnE EFshslejol st} vk, AR
9 AERE 5ol diEHBEoR Aohs 7|0l dldshe 7IRFEAIGTE Aedlls waEAAgs]e] <
MR EFsthE wolol it}
G BATAANGA e FIREA IR 717 AIAG A A718A8 AN E o8k 9ol 2 %7]
SIS o] o] g tistele Al1ge] A <%t o]gekHs Ageitt

44) RANGAANAE 2 AR BTAE] R 2 - A3 (o] 8AF )
O AHA (1999.5.24)
@ WA A718A1 ST Bt ol &AZRE A|EE AFe ofdolg BvE SA] AEs}
ofof 3t} o] A SA| Ay} Zekel Afols oAl I ANl AeUAE FHEF} ditt
@ Al2ge] A 23t oA T Bkl Yo HE AN LA ole] AR e whE &3] wld
2 A33zef2e] gl 2t}

I'ﬂE

52 ) HESMMATIE



N3% oIS ARG NS 9l HTHY W

Ao ZRAXE AYshks EY ITIZe} obgA/de] Jefe] et Hitdo] 7He 4t
Aol wFades v u) S darate] FFd e AANE =do] Ha Qrt

(E 3-7) QB Mu|AE 2ofjuia 2 0|Z(MH|A)t2t H|w

72 | 28l ot T
) _ K
3|AK= 0|23740| MH|AZ 0|231K| 25101 1 ARRS 3|Alo| (Xﬁ;gx)
SES MERE(EE M| AP O AMAS 2A &= o= .*
T2 EE 7;1_45 SAJ} oA} MH|AT =X|E]= A< gl -?—Jl:lEi XPEED
oj2l 125 9to] J71X) MH|A ZFhof 2R =X AlZE0] 12A HM357%
{12 £3Y F200C 12 OZEE E08 42 DHHO HIS5Z)
2 0jgtel 73-?: SHED|ZE ME)0| 18 __ = 242 LiF SKEZCHIC
230] AHIA HZ SAAZIS Eojol A8t Zoi0) SHIE o ol
=0 | A9 Holslo] HRABILICE o] Z< TETt 1AIZE DjRtel A ;17217;
SIElY | o= fAZIoZ Bt ( opf)

® 002 000 OlE{ull 0|21 24o| A= AQA|ZI0| 1A
£ & 24N712 Zalsl= A EalAlZiof o2t AlZiEl Hoie
29| 10HE 12 Moo= e LHoM o|TZHof|A| HIAISH | T
Ch B A~ Zoft Mgl 250 HEYSE BRATiE B o
Sttof siEshs 2Rl HiASHR| Of-[gh|C, AIIAL
1, ARIOR, EAl £ 00 RAlE4 Fjglo] AFsn| i Al (ol
2. Higof 2t 7| wiaE2 Z2

QooK QIEqull

1. O009| #HMAFZ 1Z0| MH|AE O|E3HX| Xohe &<,
0002 olof| CHst £olufats BHICh Cioh 1240] AH|A
O|E£7t AMAE OO0 F3t 0| 2A17t O|Lf A{H|AT}
dalslE 42E Hefstct

2. 0009| FzAlgZ DZ0| MH|AZE 0|251X| Zil= AR

o= o= uZ4o] 1 S 0000 E=5to =tolst mi(7 Fojl

MH| 2 0000| 1 AMMS 4 o = | &l W)ZRE AL

2A171 OJAIO] MHIA M2 ZX| AlZHo| CHSlo] %2 37023

k=] DI“*°I ZA20= si=v(?t ME)O 1%‘ ZFHFOH A1

ol SUE WAL 0 2% St 1A n|ﬂ_°_ a.dToﬂ

= 1ARISR it

LGH|0l=
H22Z%
(ot alH2)

>
*]
>
bl

1421

o

F g

TE « 93

r
I
0
4
r



(E 3-7) QI Mulag Asiuls 21 0|S(MEI2)bE BTG

e
c

Egr.T'_

[ [=3

L=
kI

2. 3|Afo] HHMAIRE 20| MH|AE 0|251X| ol 42 1
20| 1 AME SlAfol| SE510] Solghl = S[ARE O Al
= LRI & ¢ S WETE| J|M510] AL 4AJZE ol
o] MH|A Az =t A|ZHo]| CHal HHARSHACY SKEZEHIE
3. M2gle| fsfujAgde D20| HP w2 A2 ARG K497

2l ojale] A0 = eI ME) 220 o HAMS 245 (Z=slHHAY
LhE AlZIEH Holo| 0|31 25t AP Zslol AESH 2
o] S It ol5tof HHArBICt. 0] &2, OI&3IA &
gk AlZto| 1At FR0fl= 1AIZISE EL L

IDC
AMH|A

Lf. &f2| EcfPE ZFE AHIA AIRIS AIEAL o A/

H= 5 Y] AeE Iuiet vRIRE oA 2IA]] Skes ASrHel ek
AMEAE BEdhe B - Alwe mHsit), ey SEReE AR ARARES AHlE Aol
o tigk IS g EAATI7] et AAH R AFAQ A FAES vk
ako] Hgakal et

AUY=Z2T, 2, obkE, MS & ] ARAES o8kt W FA1Al SLA
(Service Level Agreement)E WHEo] 37Isla, o2 &3 AFgAlY] Au|2x Mel@S B
Askal o, AH|lA 7HEES A o® MH|lA FEE BAekaL gl o|¢} A gt
&8s viRoR A& AHA adel= Y HARE AH|2 ] AHS sty
F31 Folrt,

ojn}Ee S3, EC2, SimpleDB Feler AZEl Mulxs ARgAb] tis] SLAAM
Service uptime 99.99%E FA& AL T oA HASIAL o Au|x Fk HHAY A
o= FHAIZHdowntime)S AXFsIe] Service Uptime H]gol 3]@3F= Service Credit
Percentage® &3t 7H-& 7IWHoR A9, ARG wE} AsAoR (ad 3-8) 3

o] HAstaL glrt,

N

ol

54 y YESMNeiRIE



3%

(3%l 3-8) Amazon S3 Service Level Agreement

Amazon S3 Service Level Agreement

Effective Date: Octaber 1, 2007

This Amazon S3 Service Level Agreement ["SLA”) is & policy goveming the use of the Amazon Seuple Storage Sence
("Amazaon 53 under the ters of the Amazon Web Services Customer Agreement (the "AWS Agreement”) between
Aemazon Web Services, LLE ("AWS", “us” or "we") and users of AWS' senvices ["you”). This SLA apphes separately to
&ach account using Amazon S1. Unless otherwise provided heren, this SUA IS SUbJECE to the tems of the AWS
Agreement and capitaized terms will have the Meaning SpEcifed in the AWS Agréement. We reserve the nght to
change the terms of thes SLA in accordance with the AWS Agresment.

Service Commitment

WS will use commercisly reasonatie efforts to make Amazon S3 avalable with 3 Monthly Uptime Percentags (defined
below) of at least 99.9% during any monthly biling cycle (the "Service Commitment”). In the event Amazon 53 does
nok meet the Service Commitment, you will be cligible to recerve a Senvice Credit as describied below.

Definitions.

« “Ermor Rata” means: (1) the total number of intemal server erors refumed by Amazon $3 a5 eror status
“IntemalErmar” or *Serviceunavaiable” divided by (i) the total number of requests during that five minute period.
Wa wil calculate the Emor Rate for each Amazen 53 account 5 3 percentage For each five minute period in the
monthly biling cyche. The calculation of the number of intemal server arrors wil not mchide srrocs that anse
directly or indrectly as a result of any of the Amazon 53 SLA Exchsions (as defined below).

= Monthiy Uptime Parcentage” & calculated by sublracting from 100% the average of the Eor Rates from each
five minste period in the monthly biling cycle.

* & “Service Credit” is a dollar credit, calculated as set forth below, that we may credit back to an eigible Amazon
53 account.
Service Credits
Sarvice Cradits are calculatad 35 9 percantsge of tha RoEal ehargas paid by you for Amazen S3 for the biling cycle in
WNch the Srmar 0CCUTEd in 3CCOrdance With the schedule below.

Manthly Uptime Parcentage

Equal t or greater than 99%
but less than 99.9%

Service Credit Percentage
10%

less than 99% 25%

£X : http://aws.amazon com/s3-sla(2009.12

L)

e wil apply any Service Credits only against future Amazon 53 payments otherwise due from you; provided that, we
may issue the Service Credit to the Cradit card that you used to pay for Amazon 53 for the biling cycle in which the
eor occurred, Service Credits shall not entitle you to any refund or othes payment from AWS. & Service Credit wil be
applicable and issued anly if the credit amount for the applicable monthy billng cycle is greater than cne dollar (1
USD). Service Credits may not be transfemed or apphed to any other 3cCount. Unkss otherwise provided in the AWS
agreement, your sole and exclusive remedy for any unavailability or non-performance of Amazon 53 or other faiure by
us to provide Amazen 3 is the recept of a Service Credit (if elighle) in accordance with the kerms of this SLA or
rermination of your use of Amazen S3.

Credit Request and Payment Procedures

To receive a Service Credit, you must subit 3 request by sending an e-mail message to aws-sla-request §
amazen.com. To be eligile, the credit requast must (i) include your account number in the subject of the a-mail
message (the account number can be found at the top of the AWS Account Activity page); (i) inchude, i the body of
the -mai, the dates and times of each mcidant of non-zero Error Rates that you claim to have experienced;
includa your server requast logs that documant the emars and comoborate your claimed outage (any confidential or
sensitive information in these logs should be remaved or replaced with asterisks); and (i) be received by s within
ten (10) business days after the end of the biling cycle in which the errors occurred. If the Monthly Uptime
percentage applicable 1o the month of such request s confirmed by us 3nd is less than 99.95%, then we will issue the
Senvice Credit to you within one billing cycle following the month in which the error occurred, Your faiure to provide
the request and other information a5 required ab from receing 3

i)

Amazon 53 SLA Exclusions

The Service Commitment does not apply to any unavailability, suspension or termination of Amazon S3, or any other
amazon 53 performance issues: (i) that result from Service Suspensions described in Section 7.1 of the AWS
Agreement; (3) caused by factors outside of our reascnable control, including any force majeurs event or Intemet
access or related problems beyond the demarcation peint of Amazon 53; {is) that result from any 3ctions of inactions
of you or any third party; (iv) that result from your equipment, software or othér technology andfer third party
aquipment, saftmare or other technology (other than third party equipment within our direct control); or (v} arising
from our suspension and termination of your right to use Amazon 53 in accordance with the AWS Agreement
(cosctively, the *amazen 53 SLA Exclusions”). If availabilty is impacted by f3ctors other than those used in our
calculation of tha Eror Rate, we may issus 3 Service Cradit considerng such facters in our sole discretion.

(E 3-8) ojo}E S3 SLA Service Credit

Monthly Uptime Percentage

Service Credit Percentage

Equal to or greater than 99 %
but less than 999 %

10 %

less than 99 %

25 %

T=29 79+ 7= Apps Premier Edition 8 AREAl] 343t Google Apps
Service Level Agreement©] Service Credit B 7152 (& 3-9) ¢} Zo] HAStL
on M2 Aol WA A] 7FEES 7NEOE AMEge dANIES HAdStAL it

(E 3-9) 7= Apps SLA Service Credit

Days of Service added to the end of the

Monthly Uptime Percentage Service term, at no charge to Customer

3 %
7 %
15 %

(999 % - > 990 %
(990 % - > 950 %
(950 %
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(37 3-11) 22tRE ARE g4z g ol

Q: Rate the challenges/issues ascribed to the 'cloud’/on-demand model

(1=not significant, 5=very significant)

Security 6%
Performance

Availability

Hard to integrate with in-house IT
Not enough ability to customize
Worried on-demand will cost more

Bringing back in-house may be difficult

Regulatory requirements prohibit cloud

Not enough major suppliers yet

0% 10%  20%  30%  40%  60% 60%  70%  80%
% responding 4 or 5
Source: |IDC Enterprise Panel, August 2008 n=244

Z£X: IDC Enterprise Panel 20088
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o] kol 20091d 3¥ ©|7 NIST(National Institute of Standards and Technology)
oM FEH= FAFE ARl B BF(Standard) vhEE 913 2AS Aldekal, 35S}
Ads TR, Fehe= AFE H} AR Al =e] HAles OPGU]'XI:
glovt, MUl Aleate] 27, TRAX, Ve, JE 53 v HeEHe| HAw
AE EAEE old) B3E Wphe unng .
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= 39, Zeollsh Hoke AT gtk oF Hol, ASRANEY LAWY
59 AMgol Ojg Alg Bolrk, TS miFelnel olg} BAR Wit Ao, F2 7)<l

of metolWAE Waksh = 71Ee Aolstn gt

@O A718A Zeto|wAH(ECPA)

"d71%41 Ze}o]MAIH(ECPA : Electronic Communications Privacy Act of 1986)
< AAEANE EHA R HIs g BadRE s17) §lo] sk e diela
A AYE AoR AZE, ol 2 ek AN e B2 BEE s A 4
W Fs AN, 2% 9§35 218 5 4 J1Sel 12 28 44E 3)

BPAL 0% AUAnE BEa) A 548 5a glov, FAH s
w R IRel AEus Se) sis SRS WARteEA Adela Fw

e @ 5 gl 1S st g

@ o5HAY odx} o FtE= Ao 3 WH(HIPPA)
nl=re Telgwgle] ozly} 1o ksl AQle]l Fe H(HIPPA: Health Insurance
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7]" o] ARKHTE JF83h= Gramm-Leach Bliley Act_7} 1999\ dFE Al =3t}
GLBAE &¢71%9 1A 7IAHES =2 Aoksl= 2719 7tolegke] 9o 14 7))
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98 A ARIE5LYH7} A|ZE(URSIT: Uniform Rating System for Information
Technology)S 7lHiT,

@ SOX®H(Sarbanes-Oxley Act of 2002)

SOXH2 vzl 719¢] thE FA3S|A Abdo| sleo} WA¥skal 719 3]A|ef AlF-H L
o] FAE Eol7] sl 2002d A Mog, nj=e] S YLl FdE e BE
7199l A-g=o] ZAAY LI (SEC: Securities and Exchange Commission)ol] |5
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= /P71 SAlOl AEAR tige] gk e F WY 3% el Ao 302
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@ dlolHREH

M1984d dloJg|E3H(Data Protection Law)ioAle dHoJg] B3 SE4(Data
Protection Register)?} 55 (Registrar)S Fi 5545 93100t  dlojg o]gxfe}
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"ZtolwA] @ AxPEAFR (Privacy and Electronic Communications(EC Directive)
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ISO 27001 =A| #3171 1SO(International Standards Organization)7} A8}l
sl AEESHAAA HE A2EE ARkl dFehs AlERE 19989 AEE
BS7799-25 23ko g s 2005\ AFEACH, AHKESHofolx o] ALE IR
al gl

TFEE 7oy 2Fo] HeE EAR ofelgS AL don, HEAE AT Al=H
ol wHletaL 7|2l SHAIE UEhlL HE| Fa/del thek Qo] FE3 AAAS &
AL o] AN olg SHslaRt £ JASAEE A =T 1SO 27001 =
AfFow 7 7P 7|18 % AS71de A-Fska slen, A7 Yol o
SHUIE Fol QISEAE Alofsta o FstA Ho

=

>
(]

76 Y MEEMA

ofm
>

r
r
IL
A
olok
o



N3E SRS AR YIS I MMM Lot

(a7 3-12) 1SO 2700121Z HA|

ASTHHHM MAHIIZ : 1SO/IEC 27006)
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(& 3-16) 1S0270019| 117§ &=of

& = Mo
HEHoF A (Security policy) | MEEQH| CHeH ZPHAID XY AZof Chst SHFE 2fel
MEHEot TZ|(Organization of Al LjoM Eots nAMoE 2|sty| st HotEAITA

Information Security)

Boi; ofgio] ohst 72

ApAE 22| (Assets management)

| Zpatof et 27

oY B4 | 28 ko
bl
|0

3 olof ME MAESH HSEZMA

oI XpRIEo Atho ofst A, B, SFLOL MH[O] BRAIBSR
(Human resources security) | QI 2[gg Aasty| 93 chSEio ol
S2| 2 sAEoKPhysical and | H| QI7IEl M2, A AAAD HEof st UES wix|s}
environment security) 7| 95t CH2A og

NS H 2L

: ) K*EXE A-IHO _g;—l ﬂ.ﬁg%oggﬁy e
(Communication and ator LJ'KH 04L| ot 82 28e0| #E LS
operations management) e= = T
H2SH|(Access control) HEof| Chet MISHE 51| st tiSH off

HEAIAH ol
FX|E24(Information system

W o

YE ALY Lol Hoto] ~EI=ISS B&6P| 2l tiS

o
acquisition development & | ¢t =X 0{F
maintenance)
MEHoL AlnEE|(Information | ME AlAEﬂ"} =] MEEHOIAITIQL FoFH0| slE= A|Y|
security incident management) O|LHofl XAt wAMSHSD} oA} MEtE|=X] o
. Al ES0| YWAHRAS esiATIN £ Anf 3 Afsol &
Abod oA 24a|(Busin gy L
2 e miusness | 8 LB B el e mea Al o
continuity management) o
2 e
_ Bix| gl DlAfAkS l:HE XN e Aok o|2Alst gl
HotRT ARO] g%ng s|u|o+7| chs of%

Faorlotl 7P B2 <
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2) SAS 70 ZH}

3
71¢e] 1502700
ZAolct.

AE(F 5,0007h)0] QI

SAS 70(Statement on Auditing Standards No, 70: Service Organizations)2 v|=f
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3213 AIAFE 3] (AICPA, American Institute of Certified Public Accountants)ol|x] 7idk
gt TAIH o R de] F&EE AL 7IEoltt SAS 70 FARE HIESH 2 H T~
£ B8 FAE Xdole AHlE AlEAr B0 digt Ax e AR A E itk W
FEA AL AERA SAS 70 AR dlolE Eaie ASel Hoh
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2|ZE LYE ‘Type I Reporth’ype Il Report]
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Mo thet Mul2 SOl MR Mm mEZmE | oY 3
=l
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SeioC HEE BHAIS A3 WAIE JjHLol

SLR (Service Level Requirement)@HAoA = AY AREAteke] SER 55 F3A] A
M 2 QTS AoSha, Polsie 1 A2 welshe] SLAZ A4s) Eh sLA
o= Avkyo g MH|A 5 HHE (Service Level Objective, ©]8} SLO), 1 9] =
g ool whE QlAEIBS} s dE 5o W8Sl E3HE. o]F SLA W80 AHE o]
Hu e AE A&EHoz A fEske Ablx —’F}r RUEH(Service Level
Monitoring, ©]8} SLM)& AX|H 7]&2] SLA F<FH. o Q7 ARRS AAFo =R v
FJl= AH]2 A Al (Service Improvement Program, ©]3} SIP)S A8isr Hc},
SIP(Service Improvement Program) THA[|A Q] QFARS 1 AH| 2 5Eo] o] F0]7]
A edgket st SdEZ) vhdEA] fom, o] vy FlellM 9] SLA 31E& 28t
=d Farh #o

IT AH]=E AT W AN Beneficiary)oF AU 352k A2 5 dAE 21}
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o5 HrEA] offofol gt old tigk #e] WEel skt uiE AHE £ FolA
(Service Level Agreement, ©|3} SLA)o|t},
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2 A 5 #A-bsle] 2 7R wAlA ZFo] AFHEHIIL WEAHY wA BEoEE
ISO/IEC 20000, Information Technology Infrastructure Library V3(o|3} ITIL v3),
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ol ot I Al 7HAY Bl s ZheFe] AmE Ak gt

1) 1ISO/IEC20000

ISO/IEC20000(°]3} I1SO 20000)& ITAH]Z #2](ITSM: IT Service Management )
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M4% ZolRC HIE| BMSE 95l J|aN CfSKe

(E 4-2) ISO/IEC200002| =& 3 TN

HIFHE

1. Scope

Terms & Definitions

Planning and Implementing Service Management

Requirements for a Management System

Planning and Implementing New or Changed Services

Service Delivery Processes

Relationship Processes

Control Processes

-© -m -\‘ -<D -(J.I -‘b -w -I\)

Resolution Processes

10. Release Processes

ISO 20000-1-& 1SO20000-1%} 18020000—29] T 7HA ERZ vr oA 9lom 3 WA
HE= HzYzd S IT AMHAE FE Ao a7l &8 ¢ e WA
(Specifications) & 107}A]¢] Aoz 14~row sl F WA 9hEQ] 150200002+
‘Code of practice’ & 3RO Z 1SO20000-12] HF QoA HAleo] AXH(Best
practice)5& AV}

107F AFE F sLask 7P Aol 2 32 5. Planning and Implementing
New or Changed Services, 6. Service Delivery Processes, 7. Relationship Processes
7h ger 182 (& 4-3)% 2t

olol W= SLAE EA3kE 0] of-8Atel] o] olEofof ah, Aulx pEo] HEsH
YUY Holof $he WAt gltt. B3 AH|Ae] 718 AFHeR ZAHI 715
e skl glon], dIdgely SHARE Tof ool EeER=S skl gt
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SeioC HEE BHAIS A3 WAIE JjHLol

(E 4-3) ISO/IEC20000 & SLAZH FQ 2

=g a= | HISLHZ

o HoolA mBfafot B HSH AlRE PX AES A
sfof & mf T2fsiof & RAS(IB, XAK, JlaY &2
Aefsiol o8l M

o AEolM Zatslojo} & @45
OlHEIARIZIO| OMAE, AH|A B2
~0Mo| Bist S)ofl B8t LhRo| EE

3.
Planning and implementing
new or changed service

|

>
In
12
e
S =
S
oo
o
=2
[I§
N

o SLA%t Koz A== UWESS Madl & g5

o HOE MH|A #E2 st =22 1 0l¢e| SLAZ EM
af=|ofo} St1, SEARRE AR Qs Sl=|ofof &

ok

S el | O SLAE v} fie| ZRA2o0l esiolo} sioi, 2 42
et | TEE1 Sialol ooz AEsojole &
0 Mel2 32 Ri&HO2 DUEE slojof sini SLA @
2 Algol =islx| g ARISE Haslojo}
0 2 MelAol AT SH Teln chyx, lole] EXE
Za3 Dsis Mul2 2ZE0) Qolof
6.2 0 Mul2: BlEES NulA 37 SHo| phEis H9l, 2
Service reporting st O|FE £0| £3F5|01o|:oF (0|2 &8l oAl Z2X1 =
£719l FASLAILS 918t ol AR 20l Bolt of
Sofzl, A=l 9fn Halet Al eZE} JtS)
Senice 0 J18HT SHE WALIA AEV, SLA Rl B2l
Delivery 1 63 Z7t0| =[ofo} Sioi, 7tSAMnt gI&M A =l2 ojojst A

SE| SUigt MulA dEpR| 22 é%oﬂ HeloteE 3|

2 1d0)| 8t ¥ HE=|ojof &
o 7t242 E£Y=1 7|==[0{of 5t AE=(R| p2 H|7IE
3}

Process Service continuity
and availability

management M ARSIl SiIAS mEE T2} &[Sk of o

o M2 HEm 26 AlZt E2 27 AR E&=|ofo} &
64 o IT Rt} 28 Xj2l 718H|, B8 Sof| zhst mekst Ml
' 5 TEAAT ERfsOR o S8R0l RN Eet

Budgeting  and

. 0l mEAA ZQ
accounting for IT == =2

O AlH|A BIZ2 XMFel gl 22| Z=MAE SoiM HIE

services OI /llngl__l,_ Ao|5|0‘|0|: °|‘|:|'_
65 o BA|o| 221} oE=l= 221 MIIE 12F 22 B
e £ 95t 22 #Zlo| Qlojofgt,
Capacity ~ .
management 0 20| 2 Halet piedst JF J12{=0fofat Sind of
’ = 2MS 158l st Hlo[ElQt MAIE Etsfot BiCt
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M4y S2PE ARE HYSE 2 VSN HENE

Ho

(E 4-3) ISO/IEC20000 & SLAZH F2 WHE(HH)

F2 8% | HEHS
6. 6.6 MASH Hob Exl= X o} MaHO| QIAASIS AalE
Senvice Information 0 xZ¢! ol ox'”E NE Hol o—|—-| -‘-'-;LAl'%E ‘I'|=i°|'
Delivery security 1 AMH[A Z2 AL FIO HEHSH flFS 2elstodof
sic
Process management g

0 MH|A HMSA= BAS Z3et ofs AAXSS nelsty EAStehol sl A
Ol & Hof ot HM Mu|A HMSKRL D42 HES Fol ME|AE AEStD
gisl AlZSS SLAO| ZFstof &

71
Business o #A EZZMAE Business relationshipzt  Supplier
; relationship management®| &= J}X| £MHE 12isfjo} &
Relationship management
processes 0 QT AR He|, MH|A FFEL QUL ZEAHAE
SLAZ ZAMEl=[ofo} st Eofsh= 2= AR S<
72 afiot sict tEst 2XIEe| SLAE H|ERL|AQS| SLAR}
Supplier 1A =|0{o} BiC,
management o o9 ZZXKSubcontracted Supplienet F IZ2At
(Lead SupplienZte] A2 ZAato| HESA Hl=|of
of &
2) ITIL V3

&3] ITHAE B =o] FAEARE vhi Felido] Hoj|=, 9= 2%l #do]
gie FARE IAE7] 4o 1T A3t 7RASHEA] ¢7] wield), 17} Algshs ZE A
o] Mu|x Jdo g QlXelk= Zo] ITSM(UT Service Management)©|t}, ITSM2] 79
=4 571 Y8 Ak, Z¥AH(best practice)E AVlSHE Ao]  Information
Technology Infrastructure Library(©]&} ITIL)o]t}, ITILE ITAH|ITSM) 9} 7Rk &
Joll #Ask A JFER o]FojA Jdom ITxAoe] Hao 9 &3 4 Qe IT
Best PracticeS3 AA2E, AAEE o]FoA] Slrt.

Hzx9] Version, 12 AA A= 200730 27HE Version, 30| FHAalgho]H, F=9]
Office of Government Commerce (OGC)dl| ¢Jale] wFEo]AHTt A ITSMo)| JUITIL
o] e, HIE 1SO 200003} Zo] =AHo g FelH FFS o xut A AAF R A}

o

2] #F(De facto standard) 02 WolEAR|1 9lon] ITSMe| WHEo|U ¢
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>
o
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AZ ARAAN de] APt il 7R B w43 ddiEa gl

koA okojlA] 7hEks] A7) 150200003 ITILS ofd BA U7 1SO 200002 A
?l BS 15000 ITILS 7|9k 2 kol 9lom, ofg] vele] =74l 702 AN, &5
HALH o]F 1SO 200003FF0] A= A AAAQ] A=} FopAaL Qlrk. B2 =
7t 719E0] ITILY ITSMAHIE TACR 7S FHaL 1 7Ieel dxsheAlE
SHE A3AE ABH o2 AT F0E ITsME AR Fasta derte] HArs
150200009159 HASFE WHE A €t

ITILY] 8 FHe 7|99 BFstd ITAARAS Ao, 7442 1T&9S 58
IAGESD o] Jhs3lthEd] o AA 57 wokR FAE] it

o>

\

I 4-4) ITILY 72

HFHE

. Service Strategy

—

. Service Design

TILe| FA Service Transition

. Service Operation

o MWW DN

. Continual Service Improvement

o] SLAY #AHH HES Mu]x A (Service Design), AH]Z $-%J(Service
Operation), A|&#2l AH]2 g (Continual Service Improvement)%o| Utk I A%

W8-S AHEY (£ 4-5)3 2}

52) o5 §13 F& 542 ) IMHBAR tigk de, FAEe] ¥, 2) THlgde] ZeAxs 53 1TH8
A3k, 3) 1Tk HlZURE Al B, 4) ITae=T] 28-S 913 ZRAX I, 5) okl g 2
e AF ZYdda ), 5) AT dskE 99 dx 24, 6) AAHola el ITRAAA 24 S
o] A=

53) o2 fIF F& 542 1) BAR A & Aeld 1T AHlA, 2) B PRl ITe9R, 3) Al
Aulzel tigh Fd Bl Wl AR S7E, 4) AL A ITARIE 2 5) HEdt it B2 Al

$ol 9%
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HAZ Selec ZEE BMSIE 95t Jl2H SAe

(E 4-5) SLAS} pHigl ITILO| W
zege | Al
0 H|ZL|AQO| 27 A
o sixfel 27t =iof st ol ¥ el Jz|1 2= 2Y AH|20| Cf
st SLA-E—HEP E
o O2f 7 ¥ =iof cHEF ol ¥ &9 J2|1 2= MRkl At I H
4 MH|AE @[3t SLR A3}
o O2f @7 ¥ Zxof cHst o U &9 J2|1 ZE MQHEl Al 2
2. Service 4 MHIAZ 2[5l SLR ZA3 4 22|
Design o0 SLA=ZE FME EFE & Us NEst 72 OLA g & 2z

2 A Foj 2 o, A& P22
U2, Mol 23 By

0 BE MulA0| CiEHET W ZBt BRlot SLA 0/ Al U e
7-|§

0 MHIA%H ZRAIA BAS 93 AHIA B4 A(SIPI BRI EH

0 MH|A 2o 28t XI&DH Af|(practices)2 T4
0 MH|A X1} Fal(support and delivery)of| JA0IM ESAMnt SOMS
4. Service ACE sto] DA TIXIE MSE T+ UER
Operation 0 MH[A 2o U Zo|E, HY, =3 S IA F JIX| Bl SH
(AR o™l #HEa Al ChSAel AE)E &
o 7184 #a|, £l 89| z|Xs}, Mo 2 S ==

o MH|A HAI9L BRI, 2EE Sl 1AS #I2t VXIS HEL RAlSk=

5. Continual zost =S M3
Service o EXfe| HFHe|, Aol A Sut HHE XD A, WHES CIE

Improvement | o AMH|A EE, 29| 2824, HI LA oiEMo| SHA S2 2N
0 MH|A MEH/MH[A MA|/MB|A 2 XMatn) 2

Al Al Aulzsh Auls ) E2Alsel A 9 Rl g Aol=g A
th oo HEFd BEE Auls ZeESelost Auls Alow A WHs 4
A SIS 1 ek A S Bele A Al oI e ol 7

——}

& Aulzo] thel W oo Eit. 232 o] Jlol=E Sl MEl= #elE 9
g A7 S I S Ziol‘?‘r. MRS A 9], A ZRAIS, AH)S
#el 5o &Y 5o ofFoAIrt

Auls g e wzUs dEds s A8E s 2EE 98, Relsl

3.
H
EAST el A mow il A AAE AFsh i) 2 g
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i Hushs d#e] BFER, BE IT Mu2 A 249 3lo] f‘f—‘i*‘x—‘lﬂ ZeAiE
golear Mgk Muls £ S thieh AdS 7 1T BE &5 3lo] SLA
¢} SLRol| thgh QS zh=th SLMolA] | A= £ B35 Hl=U20 AR}
of 2t Agtetal geteiA AAghd, Muls AleAbs HzYS gt BekEh AE|s
Aol 7Fsd Ao aAoluf ARgAF SHollx of M= F4 T|tiel a7l S5
S A= AlEe] o] o] A Aol

3) COBIT 4.1

COBIT 4.1(Control Objective for Information and related Technology 4.1)& %
BAZRZARE A 8] (Information  System  Audit  and  Control — Association 0]3]—
ISACA)l oJ3l 7fdt € 1T ] BHe] Zgdgolct, ITHSE 2 B4 Fioxle] 1
Al o 3 WRlell tigh dwtd o Hgrhestal IFEE 7IEoRE NEEHI 04
714 ARk o g Herbsetal JIFEEY ofnl= 3Al9A GAAP(Generally Accepted
Accounting Principle) x| 2] 2Ju|o} FA3HA ARE-HT},

(% 4-6) COBITS| B9, =% 3 74

| PENT

0 ITHHLIAS ois) BRSIH Y U AAH0| 2242 XI5 SHEY

Ho| o JlEHel ot Al flRdof CHSt SH YA 12IE 26| ffel 2|t
AREE = Qs ML Z2de3 =+

0 ZYIT T T2MA R0 To} BRAE S ol B3| s T

EE — 10
=
Plan & | o IT7} ZL=Ho 24 + U= FMo| SHn A2 &
Organise | 0 oAtRg, #2|, MAEE ZAn 7|z olZ2t g
Acquire & | o ITHEES Alstsp| Sisf ITa=M M W 7l
2 Implement | 0 H|ZL|A ZZMA P35 9 E5} J|E A|AH HAD X2
A
o
Delivery & | 0 TQ3t MH|AS RZ3l= 7102 Mu|A I oI2A B
Support | o ARZXIOf CHEH MH|A X|@), HlojE X 2 AH
Monitor & | o ITEZZMAV} HHE T3=|=X| o{EE EEL} EX| T4 =0Ho|M o}
Evaluate | o dzipiz|, LHRSH ZHE, B &, AL HS
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1

and Support'e|t}, 'Deliver and support’ THQ2 2HA o2 SLAS} o] = FiF
ojn] FA| FHog Mulx o] Ao, A&AQI SLAS] HESH A AHE, ols|dAAte]
29, 7R dE 58 uR slen o dig sk FEs HA 9
Non-existentH Initial/Ad Hoc, Repeatable but intuitive, Defined, Managed and
measurable, Optimised7}4|¢] tAl AR B5F, o|wst Asto| zhzte] w0 &ah=A
2 S dehia Q. (A7) 9 wekle) B9l ZeAas e,

(& 4-7) Delivery and support

Define and Manage Service Levels

Manage Third-party Services

Manage Performance and Capacity

Ensure Continuous Service

Ensure Systems Security

Identify and Allocate Costs

Educate and Train Users

Manage Service Desk and Incidents

Manage and Configuration

Manage Problems

Manage Data

Manage the Physical Environment

Manage Operations

COBIT# ITIL2 &7 A= ol ITAHRE2S} 1TSMell SlojA skF4|(Top to
bottom) = WHE AlFdct COBITS RE T ITZFE oA dAHol ¢t
gk BAolM AP Heslel FRE HEjdit), olF S8 BE old #ANES ¥
A9 T AR 2AS SRS i) ITILS AH|2 deld] Slojxe] Hade] Ay
£ &3l ol Adeth. COBITH ITILO| 9 ARSERE Wl 7 71+ BF] EHo| &
s w8 a5 Akde] ARge] Thesid Zlojth. SLAd] #E W= =Ll 3l

o

R zH
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COBIT?| ‘Deliver and support'=H|213} ITILS] Z} dEES ol Hol theA17] 9

ok,

(& 4-8) COBITZ} ITILY H|m

Control
Objective
SS 2.2 What are services?
SS 3.4 Service structures
SS 5.3 Service portfolio management
Define and manage SS 8.1 Servie gutomation
D&A senvice levels SD 1 Introduction
SD 2 Service management as a practice
SD 2.1 What is service management?
SD 2.2 What are services?
Service level SS 2.6 Functions and processes across lifecycle
DS1 1 management SS 4.3 Develop strategic assets
framework | ...

Z£X : IT Governance Institute, COBIT Mapping : Mapping of ITIL v3 with COBIT 4.1 (2009.11)

L. EcfRE ZFE MHA9 EH 22 % HjEZ

= AFHE AH2Y Qose -2 dt=dlo], £AZEdo], HEYA 5 7&H
Q20X ARHEY, Jey FEeE AR MHEE FEAY S F de IAEE F
Ldlo] A2 o] Fofx|A] L it} o]d AZEJo] FAY7E RSl ISO/IEC 91263}
2e TAEE FARA] £Sjo] HEH & Atk ISO/IEC 91269 Bl 442 (#4-9)
o} 2},

e

i)
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MY Selec HBY SIS SiE V2N oSy

E 4-9) ISO/IEC 91269 2@l M

T | W 8
Part 1 2224 o i . .
e Tt 0 BA SY Y9 SN o FOIS 7Y

(Quality Model)

Part 2 25 HEZl
(External Metrics)

o MZO0| HHE XM AIZE W TS TEATIE 3

Part 3 LiE HEZ 0 ME0| HE ZZHoM LTAIRES THEAFI| 26 MEQ M
(Internal Metrics) Aot AMIEETL o EZE =71 =Tl Chst M

P
£ Sl 22 A0l TES

rir

Part 4 AFZEE HEZ o 2ME 20z F 22 Eot
(Quality In Use Metric) JIE =kl

ISO/IEC 91262 A~ZEo] 4 £A48 oil 71x] EAog FHal, o3t 4 &
AL A Hll"rﬂﬂﬂ olo] W2 AR vEY(H71dE)S
9126 ZA|EE FHrdo|t},

AABEL AT}, -2 ISO/IEC

(a3l 4-2) ISO/IEC 9126 ZH|EZ ZZXl gl

=5ty ek oy | Awisd] =ad | ms4
ety | zesigd] sted | AEmed)l was | sxs
yz2dd) =34 234 =44 oy | =4
2oy =44 e NEd [ oAl
ojg TNt FHN A oA FAN A T EE 5] o
ognlE 27 & & v AA 3 =He Z%E AN E W Fde Sk, o

O
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SEEJOP} M Fol= oF FE ke B3 FH a7ARe] RESEHEE g4

ot AR 5 FEolR AlEel ‘f%ﬂ Zgolx ARgE ul AREARY] Ay BaAd, A, OJ

A4, BEE T AR 8FE FEAIE AEE deth AR T F4-80 Uist Hke

5'_7“01]711 ed . FF 74 Aol A ZRAEES ffsto] Al Argelx] AREAL]
£ Zlojt}, T2 ISO/IEC 9126 AZEYe] Edmdle] o]t}

(a2 4-3) ISO/IEC 9126 AZESo{ ZXipalo| X

—
Quanlligrii:suse Users' Quality Needs V:alidalion/ Quality in Use
| | a
s | S| Gy, cnun v
1 | N
— Internal Quality ,
Metrics Roquirement Vlalidation// Internal Quality
ISO/IEC 91269 Aol FHSAS Fol Sehe= 2H Aulzel 48 = Sl
FHAEAE T}y o5 59, EoM(Security), oA (Stability), #-8-4d(Adaptability) 2]
BAF S AFE AHEE FEH) sk AR 015}. Hebdel A9 ARAE
o] JHRIFE Sof thet 8o STk AFE SEoM == =W ok =] vk S
= A S OA HQMYL g Fash FHEEonh A HESA dEv &

23

FE AHI2TE ARALoIA| a2 QP AdEE Aul 2 F Qlefof 3] o]
o] wat 2938t TAW/) FHoltt AL AlLA} U= Felor AzE /HH]’V}
EABHA @AY HIsS 75 Alwske Aul2Tt S S olE AR BEE

= FE A2t A-gsllof s17] wlitel] Fadh FAHs} ot

S0 o5 FA2A & 4 Y ISO/EC 9126WER ] that oot}
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Mad SCIPE ARE HYSE st JISH HETE

m Hoby Ohd-ZEas Agel ta 7HEA e HAes WA & 5 Sle Aw)

ALk x=(A/B) e
AlAEDE HO[H E2=EE 0 <X <1
A|ARD HO[Eo] HZE = s 2E Y

gh (2o 27, A%E §)
=

2ot I2 452 Ad A= golg,

X=Na / Ta el
3 % 2S5l U 7 LY
— - 0 < X
F YAE Vs 7 See AF Az

o
rir

) A-SHONE-SWAIFe] 7108 AlFshs WHvoR b 4ok WAd F 9l
SW s Aw)

04| ®2|M(Change Success Ratio)

AEAIZE SW RIZES RS AIAY aHhol & HEAZE + UEF TS
ol ASXIE 2|

o

X=B/A/C =

B : T SWE HA[5tHLE MY HE Al & 22 AlZt

AL gL MY WY Bl 0

IN
>
IN

C : gAlsiAL A HE Al 27== @ 22 Al
7.

10 2¥ErE 2o T

rio

%
olr
mjo
Ral
T

2‘%}/‘3% 71E Al=Rlel deks 54E fls] F7HAR] Tisoly dleleE 1

59w b A Ras gl JEE Uehdth $340] $5F 1 A2
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ot gAY 0T WEAL 5 olu Aslhe AAEY] aTAgelE A%
W3 & gtk FPE AFYI AT AsE ARl AFEE ok ATA

of Aol AAE7] W] AEAE Aoz Aol eg BAY 4 gtk webd A
Hl2 AFAE AR SR AR 98 o) S8 Auag ol & ) solop
A wWebd Auls AFAE QA ezl el 2 AulaE AT A
delsior & Wash ek, e SgAe] ok WelE ver Il

(33 4-4) 22PE AFE MUlAEE T 234 o F e

Quality of Service
(such as Performance)

Ideal Performance

Pideal

intolerable Gap

Ptolerable |=========mmmmmmmcme e e D

Actual Performance

Service Load
(amount of service invocations)

RANGE

A A A A A A A A

RANGE

acceptable unacceptable

m 7}F&A (Availability)

ASAHE A8ATF B4 Azdolt 2 Asde] S5 lse Haw @ o 2 A4S A}
£ 7 e AEE Yeplith, 784 w2 Al2Eold Tlee ARARA o B Al
B 7] wiEell 2 Ao ARRIE Hgh Eopxit),

e AFHES UE ARAREe] 8 E ke AAREAC] B2 AHIEE AlAt
Al AXEtaL A ARBAEL o8 YA HEshe] ARSIt oA A A
AREAE Al | AH|2E ARBSE7| wite]l ARARL o83k AH|2e] 8 ARt
Aol EQZS] sl of&H oA Hrt

W ATA MM YEAZSS] FAZ WA A8ATE MUSE ol8F £ ¢l
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MY Selec HBY BNHS 9

A W, AR Bad A Bag uel ASSA Bab) diel aldE AsE o
A 237 Hek, oRe Aul: AnE vigo R AYH BE vz H5H2) 9o
v A7) W] B4 25 Fa volee] £ 5o EAE oplE & gl

m %5 (Performance)

Ao FEkeT AFE Au|2o] W Q8 EAW} 29 F shjoltt FoE 7
12 S ol oJLINE ol& Fhsalol 37 el oAl oltE ALeAp} 2
s AT Au2E ARRE ue 5 S22 SEEETE B Holof gt 187 ¢
S Fehem AF Avlse o] Folok ofol mhE s Eat oldlrk, ujeh
FAW 22 F TP A5 WHD AR AL A oleie WAk EA)

Q20 Wk oo} slar olF Fto R FAYP} o]Fo] Aol gt

=
Sul
2

)

w 7]e}
- AAREA (Reusability)
- 384 (Efficiency)
- 2154 (Reliability)

3. 22I1RE AFE SLA sl Al

= ZFgo] #ste] vl FHIo AAISE Google, Amazon, Microsofto] A
H| 2 Al gz} ARSARES] SLAOY thal WA Yoot

1) Google app' SLA
T2 App's] SLAE The Zt)

>
o

Fo1 Ry xH

02
13
N

o
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(E 4-10) Google app' SLA 742

“Web interface”E 2tsslH Gmail, Google Z2IH, GoogleEd,
Google #E ZZ=MMO| AEE + /U= F= AOIE

Uptime guarantee 99.9%

(FHSAIZBY 23)

Time period 22 =N5iC}

Penalty 3, 7 K My|29| 162 F2, HE JISAIZ HIE0 WEt HE

‘Downtime™& AHe] FoljE ofnjsh=t] Bt 5% o] AREA} olefr} Ay ETHA
SoEt AW 2FE FE e s SAEN “Down Period’e] ¢ 5% =gl
(1ol A)ER ALAH 07 107 ol A&HE FolE ket 7o R Aojsta
At

“Monthly uptime percentage™= 7FEAIZHE) S ovlsid 3 & T2 AxteE, st
2E 30UR TPgahd AltAE et 2.

0 17} ¥=(30x24x60)=43,200%
o t=20llM o=l ‘CiREl 7|72Fo| & &
0 Y7t JI2A|1ZHE8)=(43,200-1)/43,200

wWebd @ @ ek 1083 ASE et B Uhd Wk 7HEARKE)=99,976%0)
T ohA Wolehd 00884007k MR AEHOR @ Goleks JRE B 108 o4 A
S8 theEelel & ol 4082 WA gow 2o slak wEEd,
A=)

“Service Credit">)Z8Fe Yo A 7FA] ¢bd ZA| o=

54) AFH Alzglot AFE Alzgle] AA=e] gl st=dlo] AATL 7hsete] AR £ e AR &
EE HE Bkl gole 7 ARl

55) Mulx ZEk B Al F9AIRKdowntime)S AlXkske] Service Uptime Hl&ol 3|93 Service
Credit PercentageZ 24

124 ) ESANTIEY
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A4 S2HC HEE BHAIS o

2) Amazon.com' SLA

ofnfe] thEAR] = AFE Al S39F s29] SLAE vt 2.

@O Amazon S3

(E 4-11) Amazon S3 SLAJIR

Amazon Simple Storage Service

Uptime guarantee |99_9%

Time period |"any monthly billing cycle"

10-25% of total charges paid by customer for a billing cycle,
based on the monthly

Penalty

“Error rate”= ojn}&E 8301] 9»]3]] “Internal Error”t} “Service Unavailable”2 ZA]% o]
Uehe Ay d2e] 5 QF ST T SR e ZoE i AAlFT]
A Z 5w WEES %—5]1 Z]f oprtE S3AA ] thEt olERlES Akt Wi A
ol o] Ak Fhe opnkE S3 SLAC] FJHEA| ¢for ofd Ane FFATIA| =t

“Monthly uptime percentage™= QT HTA] F7]9A 100%HT A ZF 55 5k
d2H]&L wl Aolth 7[e} AT olmlE S3A|E| F38t] service credits F-{3iC)

(@ Amazon EC2

(E 4-12) Amazon S2 SLAlE

Amazon Elastic Compute Cloud service

Uptime guarantee |99_95%

Time period |“the preceding 365 days from the date of an SLA claim”

“a Service Credit equal to 10% of their bill for the Eligible
Credit Period”

Penalty

“Annual Uptime Percentage’= AR 717t <k, olnfEe] EC27} AR E7Fs3E A9
o = Bt SE 7IRES 100%0IA wl ook, wkd ojulkE EC2AM|AE 365 wIgk
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ol Al =gyl F<1 o]l g Ay T wY o s flsl AR 5 gl
A FEAIRE ol EC2 SLA Exclusion© 2HE £23 249 Stk A|7ke A <jsit),

“Unavailable” & 5% %9} 928 &o0] A tAlinstance>0E & & gl Agjo|t}.

3) Microsoft Windows Azure' SLA

Windows Azure Compute AJH|28] A9 A2 Th2 & (web role / worker role)o]

ER0NE0] fadol=et ZEV B Aol 4 99.95%9 7HAdE AlEeitt.
3 ERo|Ho] gl 7 roles EYEIHEY] wiZel]l 54 role instance?} §H&S 3}
A ke 75 28 o]Ujof| o] 3| Sgt A7} AT, Windows Azure Storage
Arjze] SLAE A2 | Ao 949 A9 Ak 99.9%9) 7HAE AT dHolH
Storage A1 IEYl Alo|ESo]oll 3 AAE UeF AlTE ol

(E 4-13) MS Azure £ MH|AQ| SLATHS

o Computer®} StorageE ¢|gt SLATI HEE &

- Computeo]| CHaiM= 27 o|AtQ| role instanceE HiZEst, Fault
% Upgrade EMH[QIS AEsk= 49 99.95%2] J7I5E8 2%
Role instanceZt Z&stX| b= 4% MES ZX|E F[s17| flslf 2
T O|LHoll EtXE & ZHE sHZs| flo ZHEZIE &Al
- Storage P2 H|0|EH2| 7}, £d, Z3|, Ax 2F0| HUZ S

Z5HA 51| 2l8 99.9%9| JIsE2 2% Storage AE2 ClE{L

olEQfojof &t 1A= JER MBS

Window Azure

0 SQL Azure| SLAE %A| 3t 7|FCZ & Hit 99.9%°| 7+34
g 2%
- 63 ZHHo= St H7t FHslol 10| @F0| SQL Azurel| A[0|
EQoloflM HE=E HE unavailabledlCtn EEbsto] &X
S

AE
- A3} SLAJIZCI SQL Azure 7|ECE 99.9%(=4322/302 )|
NEES BEE

SQL Azure

56) QlxBlae A3 JiE e Fda AA), AFE ZaAlx 53 2L "HEsle] A FaE Aoldh
57) AR7|E 53] Eab AFHCA BEEE fol2 Wi ek oy
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(E 4-16) ZScIE ZHFEI|AM Q| SLA Metrics (04Al)

Metrics ‘ o ‘ Jrr
MTBF olH = i Plant?]7| HE= H|o[E{ Ml
- SN oR)etEqof SO 1F >
(Mean T|me E;g} APOIQ)I ;_p_i‘I 1 2 E-| S0| AZMMER AR
Between Failure) < 0 L& =0}
MTTR 1% o= stolM, FElstd = cnm .
salsic

(Mean Time To Repair) st=t| Zel= AlZt o HETS Feletct.

MTTF OJX|2t =3 AlslofA| CIA| DA

(Mean Time To Fail) | Atsto| stasteg] izl Ajpr | © MTBF = MTTE + MTTR

o AT} MplAo et Z2

ZEO| AR HB=EE MH|A =
MTD 7};'53} ~ o -éléﬂ ol| JHHTAZOl QoSH| [2tM
. == = H
(Maximum Tolerable | o, o "eyo agg ~ o onHzE FEE & oot (of
Downtime) :.:lEH;'PF"E °= T M= SQX| ¥2 BE £Q% A
e HH)
ABA MH|A SEHS SHX| 2t A=ko| | o EIEMAF, DBMS, HWESA
(Abandonment Rate) | H|& 59| JI2Y HER ARE
o HETE weloict,
Sploc HIE| AEF 5
ASA 3200| ouol gesiey 2 © 20T ZFE OF S
(Average Speed = AR MH[A AEX} ofE2(7A|0]d
to Answer) == HoHE 23=0l=d Zel=

A2t

ol} Il Al 7hg el W AAQ Melnde] s AHssel Agee] B4
e @ Pavt .

2) SetPC AL O SN BUER AAH 7%

FohpT ARG Azt O AEEge] A2E} P, 20 248 2 94
ort, e Feh9s AFE Aulat Bevka(Blackbox) FHE LulAe) WEL, 2
We] elmsl guglel dadels @ 4 k. FASE BFY AU ofef AL
AT s Sl T wiel, Auls AFA o] SlEsA ke e
WAT 5 Qe ol dlstel, SeRE AHY BRGNS AN el Qi AxEgol
Azge gel) olelen, Anls AT BE BelE 7] WE Bl

olo] FeHp AFY Mulx FAS TS FLLYL Aol Ae BE ol
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9 2 o] wel, wlolge] 531 ohal BAOZ o) Rolroltt S HlolH el F7le] o
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(22 4-5) EMH|A 2| EF (WSDM)

wsdm.muws

wsdm.muws.eventformat wsdm.muws.resourceState wsdm.muws.metric

«interface»
State

«interface»
EventFormatFactory

«interface»
MetricFactory

‘ «interface» ‘ «interface»

«nterface» ‘

ManagementEvent ‘ StateType ‘ MetricMetadata
«abstracty «interfaces «interfaces
Component StateTransition MetricAttributes
SN

<abstracts «interface»

SourceComponent OperationalStatus

«abstract»

ReporterComponent

WSDME 22kl ThE AElzse] AehE BUE s defsl] sls) oasisold Aeld
Az Ezoleh, WSDME olg3te] SlEslo| 2 Aoldh Aulxt the Au|zel g

Ao stel B dolBlE SPste A2 H8T F 9w, Aulsd] 93 nd &
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Target System Target System Target System
Detect n { Determine N, Plan N Invoke N
Faults | W/ Causes | v\ Actuation | '\ Actuators ‘ /
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Profile

System
Description
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4. Ciot 2219C ZBY AL 018 HY N3 (8% So4PC ZRY MHIA 23)
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5 Es a4 i did 71ed Ad 2 A4 gl s Fe,
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“The capability of the software product to interact with one or more specified
systems [ISO9126]”

“The ability of two or more systems or components to exchange information and to
use the information that has been exchanged [IEEE610][IEEE610.12].”
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OCCIl(Open Cloud Computing Interface)
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2= el ¥
(OFG: Open Grid Forum)
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=24 222 AFE HZALE e 3 o

(CCIF: Cloud Computing 5= - h - ‘09. 06
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Interoperability Forum) st & Setes 2lEEHOIS Y X
24 22| A3 2A - - P s
. Nt Jtaket R JiAMsl 2O HEF) A EEE
(DMTF: Distributed WY H HE SEIRE EES QIFH0[E AM 09, 03

Management Task Force)

°F Zolec ojuEAR

(Open Cloud Manifesto)
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(SNIA: The Storage Networking| (CSI) #AS Moisty Mazol SR AEZ| | ‘09, 04
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o
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ot offrof CHEH M2k2 flsiol T3S 7HA
JTC 1 oM= SGCC(Study Group on Cloud
ISO/IEC Computing)S AlMslR, S2tRE HEE 23 | ‘'09.10
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Jt OCC (Open Cloud Consortium)

OCCE 20084 Vo] tfS A4S FA0E MYHe] FHeC AR FTNEF
dstel 72 W9 Folrh, Fa BFe U8F dole] Fehese I EFI 4 s
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(E 4-20) OCC(Open Cloud Consortium) EZ3sl g=sig
FUHE

s 229 ARE H ZAY30| it Z20| LS XA
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Open Cloud Testbedz} 22| S2IRE HEEIS ¢t TestbedES .

SEtRE ARE| 2HE Workshopzt A 23,

ze

EHoiR}

o0 Member : Aerospace, CISCO, MIT Lincoln Labs, Northwestern
University, Open Data Group, Sector Project, University of lllinois at
Chicago, Yahoo

o Contributing Members : Calit2, Johns Hopkins University, National
Lambda Rail,University of Chicago

o0 Working Group on Standards and Interoperability For Large Data Clouds
(CHEE ooy SEtREE 2t EFo 424 2t #Z1E)
- 2ERE AREY #XE UE=E flsl Google 7|=EUME ARE
SR ZHEEI9| T=  GoogledAl  JHekst AZEQ 3
MapReduce?} Open Source Hadoop systemz&t&
- F=ENE2 82 H0[H Clouds Afole] ASRES ¢l EEHY
- Hadoop, Thrift, Sector@} Pig Ato|2] Mg—co ot
- ‘Storage clouds?t Compute clouds®| EZ& ClE{H|0|A o1t
- THEZ CIo|HE flst MASH WIX|OR CHA Bt
o The Open Cloud Testbed Working Group (7Hets ZzZIRE HAEHE £Z
Jg5)
- Open Cloud Testbed 2%/&t2| ( Testbeds UWIERT MBS sl Cisco
C-Wave@} UIC Teraflow NetworkE At&
- £ UE&3= National Lambda Raild]| Qs M3zl oiEE Al
o0 The Open Science Data Cloud (OSDC) Working Group
(EEIRE Al0|9] ME Z7e Hoto| AHE HZIE)

- Dstmel HlolEIZ 23t CHEY HloEIE 2/,
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o Intercloud Testbed Working Group(ZEZE Z2IRE Ms EXT} TI AAHY|
B3t 2AIE)
- Clst S2lec AR MBXSO MS, W, X2 vlwg & s S0l
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(E 4-20) OCC(Open Cloud Consortium) EZ3sl S=ZHAS)

4| Faug

o0 Yahoo= OCCO| 500node?} 2#71°e] Z0{ Z2{AF 7|E(Open Cloud
Testbed?} Open Science Data Cloud 2|1 Intercloud Testbeddl| ALE)
0 1Ms ComputingE ¢/3t ZHMZAHHANA LIS X|2f Clouddf| ZXol of

Z2A0IM X|ske MER J7IES 0lF.

rer
ol

L} Open Cloud Manifesto

ofrlE, T2, MST AA7IGE vls) FEheE HFHIAM th HAR BM2 GAlE
o] Frshal Sl TeFd SEHPE o] AEe-8S Thsskes sIflE '09d 39304
Fee= AFE N AAE(The Open Cloud Manifesto)E ¥HE3sICH, o] 150¢]
N opdel 1719Ed FarIdeo] Adstl drth ol S e AFH QAL 22k
E AFE MHEE skl daedol Thesties s, aAE] ofElw flo] AWl
THAAE WAT £ A=F ke Aotk 2y A AE FEslaL Sle vhelas
ST EAS} AAZZ AT, oplE Fo] Fog ZRshEA Aldx o] F=d Ado] 7}

(E 4-21) Open Cloud Manifesto E&F3} g=5st
= zalig
o 0= 7|gdel Z&=dof 7|of

o J|UME EV|of Rcket ITHIE XIESHA| ot IT S A&
0 7|¢o| MEQ} IT A|AEICZ oI5t AZH Xjo| =2

=
B 0 % 37| 2 S 7]of
0 SZEQ0{Q} St= 0Tt O} 2H[XIS AR AMH[AS XS
o Z2teE ARE H= ARE, AOIE, 23MY & A M?:.* AlZ =ity
Sl o EMC, IBM 9QIEul AIREZ|E|] A|AE! Novell, SUN Microsystems, AT&T,

ZHo{ R} CISCO Systems, #|=3d, VM$|0]

0 ENE £ gle= A|AHIO| CHeE HotM 25}

o EZ olEfHo|A MBS 93t ol Y S8TRIY Y&
FREFT o OOt SBEZIAO| o|AME =0[7] fof iFE CIEHo|A M

o IF3l=l Cloud InfraZ s Governance 3l 22| 23}

0 O L2 MH|A S 2ol X[SAQl BUEZ AA|
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(E 4-21) Open Cloud Manifesto EF3} SSHEAHZL)
7y | Faug

o S2fPC HELY R w8, JiE, el S S24°C HFY ISt 20|

HIEA| shZslof oh= EZAQl o|fol| #H5tof MHst “S2tRE ARES F2 2
of EHA 7J}0|E(Guidance for Critical Areas of Focus in  Cloud
Computing)” 7|& =& HiZ oA

ZEIRE ARE EFMS oS Zs| 2l #9l U= JI0IEE MSsh|
Lol AHHHA, ME HEST Eot ZAL ofE2|A oM Eot AEE[X| ATst
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o Platinum Organizational Member : Microsoft

o0 Gold Organizational Member : Fujitsu, Mimos, Oracle, Sun microsystems

74

o Silver Organizational Members : Altair Engineering, Canarie CYBERA,
Fermila, Grid Consortium Japan, Grid Forum Korea, NetAPP, SDSC,
SAS, UNICORE

58) Amazon EC2 API, ElasticHosts API, FlexiScale API, GoGrid API, Sun Cloud API &
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(E 4-22) OGF (Open Grid Forum) EZE3 S=3H8(HL)
4| Faug
o OGFE 37l9l Oz &2
- Working Groups : sl 0[Ate] documentE2 Sslof EZ2 A9
- Research Groups @ ZAME &AsIALL YTES Soff BA0| Tz FHE ZAL
- Community Groups : CommunityE xZlolo] e Moot &3 29,
EMAME Y
x odef| MPEA 0|, 434, Group Sessions, CHE ZX[nfo| 2| Sgt
FREF 2 A
0 FR &3 =i
- Grid gAE 9/st Open Forum 74F
- J2|E ASERENE fIe e 2FE
- Grid Community| A Q11 XSS ZTsto] ZASIE 2[st TS
HM75t1, HAEZEEIAS &

- o ARUEEOM AldET SRAFIER CIE 2E L ZXSD g

mjo

TAl

o Cyberinfrastructures Requirements
- 4oREME flst Communitye| ERAIRE E7| 2o H3ES 42
- EGEE®} TeraGridZto| MEE ™M Zsty| fdl dsxoz 3se W=

x K I 213% OGF-260= UK e-Science?t UK NGS, Teragird, Globus
So| &of. 0|2 Ss OGF Informational DocumentZ | %

o Production Grid Interoperability
- Production Grid Infrasturcture?l WGE ASREHTS FEI51| 2ol dAM
- EGEE, OSG, NAREGI, NorduGrid, TeraGrid, NGS So0]| %o

re
ol

2} CSA (Cloud Security Alliance)

ZeheE Ao Gt wet 7P 2 gel el Hibolgrell tf-gsty] Sl ml=
NPES FHoew  FEgs AFEE  GEbo]dX(Cloud  Security  Alliance,
www. cloudsecurityalliance org, |3} CSA)7} Z¥ 3T},

CSATE 9= ZAFHE AFS Edshks GAIE Helel #3 =4S AlF
HAE ZE|A o] 82 FXekal She= AFHol vhe FHe AFHE 2T + 3

= Wl ek WHS AFS. CSAE 20094 49, “Cloud Security Alliance issues
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Guidance for Critical Areas of Focus in Cloud Computing™& ¥3skal, o}7]elA,
del, L8SelA TEE 15719 mHlelM aefsjoR & HE ojpel] g W Al
A3t

144y m=saseRze



MY SRAPC ATE BHSIS 93 LN CISHY

(E 4-23) CSA (Cloud Security Alliance) &3} &=3gt

4| Faug
0 S22C ARSI Hoke BEsp| S 210 Aol RS £
28 | o SoiPC AFYS ASHOl 20| CI2 HFYSS HoHES D83 N3
0 222C AFHol 2ok FAZ oI vlgRlHoE FxE A

o Affiliates Member : ASP-SaaS, bdigital, OWASP, Jericho, ISACA,
OpenGridForum, ENISA

=JY o Corporate Member : AbsoluteSoftware, ArcSight, at&t, cisco,
FIBERLINK, McAfee, Iron Mountain, HP, NetWitness, Microsoft, Ping
Identity, Qualys, rackspace, RSA, sonoa, terremark, verizon, vmware,
websense, zscaler

o SEtRE ZREY LH|XIet SRS st EoteTAletn BEeIE5S0| 2l
AS o5l
TRES o MY Ad7S0| SR ZFEY Eoks fIF F1o| A0 ==FE ET
0 HoKERMSO MAET AES £k URZZ 0N SET2M I
o Olfr=0f CHEt EASES IS, SEIRE 2ot 150 et 710|=5 M4
o ENISAS} mlEL{#] #Z
o IT A u=i =7E MSs| flaf ISACARE &Y
o sz © OWASPe} et #e| =3 ol=ol tiet SRS &7t

o CSA guidance Ver2& 2009 11g9| g
o tied, WE, EF9| 0[dZ I8 Working group 2
0 SEIRE SEARE D[R ZHof HEY AH

ol Z4£F 22 TF (Distributed Management Task Force)

DMTFE 1992 A9 37 /P72 7195 719, 7HiQ1s] o] W= g-ssal ¢l
. A AMD, Broadcom, CA, Inc., Cisco, Citrix, Dell, EMC, Fujitsu, HP, Hitachi,
IBM, Intel, Microsoft, Novell, Oracle, Sun Microsystems, VMware o] 3|¢og %
Sl it ol BEIE 3 FEMLE UL, Ude Al 2 e AFE
R e Tt SC LR ERE Y

A Zeho AT AL FEsky Qs clF 7|9So] Folsn, B25 2o
Aabe] e NS 98} e Folrh ESIIA FAbEle] Sl TeR A2El ¢
nlo]xo thet #e] EFS AsH| 18] WBEM(Web-Based Enterprise Management)
#FES AL olHE vlo|ARATECN TG Zo] WML ofth. #A DMTF=
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oE] 27johg R0 AT, of 27hE JEow AQIRE RS Au @
t} o] Holg A7n} EFE CIM(Common Information Model) ZA] WMI 9A] CIM
27E w2l it

VMware= Al2gj#e] JEEsE 2973 72 td BFs AAsks DMTF]
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Zledegs FUF WHoE FEHE AFH AHIAE ol8sl] Y 3 ZdgHa
7hdaw =M, olf ke FEHE HlofEel MulaE AT F e she Ed
o]2(APD) B Holy 114 #F Jfde] daw dvh w3, AA Ie= AFE AH=
ol Tag ol F shuel sk A gle Auls Alee AF B Tt
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1 g 38 2TFAE, SE ZYYUYF, B AlLER

2 | cfolEf/AMu|A TS} (Lock-in) ;ii :l.E?',j (AP, HOIE e A, i S
3 | M2 EF (QoS) SLA (Service Level Agreement), QoS I|2|0|E
4 et 2ot Zle3 o tFYE

5 | HlolE 7|2y 3 ZARY (Auditability) | eFH HOE] 25 3 0| &4

6 tolEl 452 AER HlOlE IF A W 7

7 | GlOJE] Z2jo[HA| ARZA} GO 23 A 3 YA

8 | 2TEg0f Zfolr AIA 0182 4w

9 | O Z2RE MSRIUY SEteE 2 Z2EZ 3 HolH 4
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