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Requirement for chlange No. 07 Security Enhancement

Req07.1 It is necessary to add more information to the password encoding process: user
ID, “Time Created” to ensure that each password is unique for each user and it’s
impossible to directly update one user’s password by using other user’s
password in database.

Req07.2 No permission of complete deletion of user. If necessary, it’s advised to lock
user from accessing system and adding a “Deleted” status into the “Standing
Data” - “Possible Flag”.

@olutlon to given Req) Reqg7.1: Use one-way hash function(MD5) for password
and remove 2way Encrypt/Decrypt Function
Reqg7.2: No Physical delete operation in User Information
Database(TBRC _USR1, TBRC USR2)
Analyze Change Impact before Programming
Using ChangeMiner™
Clearly = |n advance we can guess which parts of source code
should be modified and this modification’s side effect
(change impact)
Every teller and IT staff can recognize new version.
Easily = We will make new symbol image to client program like
this and everybody can easily recognize.

Securely
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Korea Internet Banking Services RF

P - Business System Questionnaire

Describe how the system controls users getting access into the
system? In particular how does the system ensure that only authorized
users have access to perform functions specific to their roles, e.g. a
corporate user with initiation rights can only have access to the system
to create, modify, delete and inquire transactions but cannot authorize
them.

. System access and authority control
The representative manager does insert a user information (User name, ID, PASS,

Authority registration) by each user for user registration step, and the user will be
managed by the representative manager to have a restricted authority only given by
the representative manager.

2. User management

As for the authorized user, he/she can operate within the restricted authority
ssigned by a representative manager, and the task out of his/her authority can be
scalated to a higher approver to operate.

o

Fanl

Describe if your system conforms to industry security standards on
authentication, e.g. use of digital certificates, One-Time password,
etc. to enforce strict authentication?

Dur authentication system is to comply with KFTC regulation,and it will be
ynchronized and be assigned to operate a management task through a message
ommunicated with KFTC. All messages related to authentication system
implementation are to abide by a guideline of KFTC security standard.

¢
q

Provide any additional material that supports your proposal in this
area?

RFP

. Revoke by each user
. Register user key damaged and copy a certificate

1
.
3. Pause user transaction and recover (for designated user only)
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Compliance (Please

to ir]dicate Full, T ——— Bidder Comment (The Compliance Matrix
Partial or Non- Charqes  Must cross-reference with the Bidder's
Compliant) g Proposal, failure which the item will be

(Indicate Cost) deemed as Non-Compliant)

Requirements

Full Partial Non

Branch Delivery System (BDS)

4,56 |Deposit/Withdrawal

The system shall provide an interface to the Deposit system for the Tellers to handle the following transactions types
(Cash and Cheque) for Saving Deposit products:
a. Account opening

b. Passbook issuance

C. Passbook renewal

d. Deposit

e. Withdrawal

f. Upaating

g. Balance inquiry

h. Account blocking

I. Account closing

/. Transfar

k. Account sweeping

| Account statement

m. Passbook update

n. Returned cheques

4581
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